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Apple Officially 

Supports Windows 

10 on OSX 

Yosemite 
 

Apple’s Boot Camp 6 now supports 

upgrading or installing Windows 

10.  The update is available for 

Mac’s sold from mid-2012 to 

current versions.  The Boot Camp 6 

supports USB 3, Thunderbolt, the 

built-in SD or SDXC card slot, built-

in or USB Apple SuperDrive and the 

Apple keyboard, trackpad and 

mouse.  If your Mac does not 

support Boot Camp 6, you can still 

run Windows 10 in a virtual 

environment such as VirtualBox, 

Parallels or VMWare Fusion. 
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There has been a lot going on in the IT 

industry the last few months, including 

the release of Windows 10.  Most 

owners of Windows 7 and Windows 8 

are eligible for a free upgrade, but only 

for a limited time.  There are many new 

features in Windows 10, and this month 

we’ll provide an overview of several of 

these key features.  One of these new 

features is Wi-Fi Sense, which  

 

represents a significant security risk.   

We’ve included details about the risks 

associated and how to disable the 

feature.  On July 8th, three major 

organizations suffered from IT 

incidents.  All three organizations 

claimed the incidents were isolated 

events and not a cyber-attack 

(allegedly).  We’ll discuss the one key 

message that everyone should have 

learned from these events.  The sale of 

SSD (Solid State Drives) is overtaking 

the traditional spinning platter hard 

drives.  It is important to understand 

the latest development in SSD 

technologies. (Warning: this article is 

semi-technical). 

 Flash Memory vs. Hard Disk Drives 
Hard disks have been around since the 

50’s and solid-state devices (SSDs) are 

relatively new.  Many say that SSDs will 

replace the hard drive (HD).  We believe 

they are right, as we have SSD drives in 

many laptop and desktop computers.   

 

There are reports indicating that in 

2018, there will be an equal amount of 

SSDs sold as HDs, and by 2026, there 

will be 1,000 times more SSDs sold 

than HDs.  SSDs require less power and 

are faster than traditional hard drives.  

 

The Advanced Host Controller Interface 

(AHCI) is the standard that is used to 

support disk drives; it was never 

intended to support SSD memory.  The 

NVMe (non-volatile memory express) 

specification is optimized for SSDs, and 

is designed to connect to the PCIe 

interface in a computer.  The devices 

come either in a 2.5” hard disk drive 

form factor or as a PCIe card.  The 

change from AHCI to NVMe is similar to 

the USB transition required to go from 

USB 2 to USB 3.  USB 2 used the Bulk 

Only Transmission (BOT) protocol, 

which only handled one command at a 

time.  USB 3 uses the new “USB 

Attached SCSI Protocol” (UASP), which 

supports a much higher transfer rate by 

supporting multiple commands and 

parallelism (multi-channel streaming).   

 

SSD SATA drives are limited in speed by 

the SATA bus, while the PCIe bus 

delivers a much higher transfer rate.  

The maximum transfer of the SATA 

interface is 6 Gigabits per second, 

which is approximately 550 Megabytes 

per second. The PCIe bus can deliver 

top speeds of up to 780 Megabits per 

second.   

 

Another thing that must be understood 

is the connector specifications.  

Protocol and connector specs are not 

mutually exclusive when it comes to  
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Windows 10 Shares 

Your Wi-Fi Contacts 
 

Microsoft’s new feature Wi-Fi Sense is 

included in Windows 10.  Wi-Fi Sense 

allows sharing your Wi-Fi connection, 

and is turned on by default.  For us, 

this is a little bit of a concern.  The way 

it operates is Outlook, Skype, and 

Facebook contacts (if you’re not 

careful), will all be able to access your 

Wi-Fi network when they are in range 

of your computer.  There is no way to 

select which contacts are allowed 

access, as it’s an all or none type of 

feature.   

 

An encrypted version of your Wi-Fi 

password will be housed on a 

Microsoft server and will be passed to 

your contacts (when they are in range) 

allowing them to access your network.  

One of the reasons Microsoft claims 

they did this is most users only have 

one password, and that is used for 

everything- wireless, banking, logging 

into their computers, etc.  Sharing 

that password to allow someone to 

access your wireless network is a 

really bad practice.  With this feature, 

you can keep your password 

protected while allowing access to 

your guests. 

 

The most concerning part of how Wi-

Fi Sense is, the fact that your 

encrypted password will be stored on 

a Microsoft server in the cloud 

somewhere.  Based on password 

reuse, chances are good that you use 

this password for other accounts too.  

Therefore, Microsoft will have this 

huge repository of encrypted 

passwords in the cloud.  If I were a 

serious hacker, I would be spending a 

lot of resources trying to find and hack 

these server(s) to steal the password 

data base.  I imagine that would be 

worth a lot of money. 

 

                             (Continued on page 4) 
 

Flash Memory vs. Hard Disk Drives 

(Continued from page 1) 

 

SSDs.  The latest connector 

specification is M.2, which supports 

both SATA and PCIe devices.  This can 

make things confusing because the 

SATA and PCIe specification is not      

 

 

compatible.  You need to order the 

right SSD device to match your 

motherboard configuration, or you 

may end up with an unsuspected 

compatibility problem.  

There is a lot that can be written 

about Windows 10, and over the 

next few newsletters and on our 

Blog, we will be including articles 

on important new features and 

updates.  As we mentioned in a 

previous newsletter, users of 

Windows 7 and 8 can upgrade to 

Windows 10 with a few caveats.  

You have 1 year to be eligible for a 

free Windows 10 upgrade, but after 

that, you may have to pay for the 

upgrade.  Before upgrading, it is 

important to verify with your 

software and application vendors 

that the products you are using will 

be supported before performing an 

upgrade.   

 

Here is a quick summary of some of 

the new features: 

 

Windows 10 supports application 

blocking through Active Directory.  

With application blocking, you 

determine what programs and 

applications are allowed to run on 

your desktop computers.  

Signature signing of applications 

and program isolation has also 

been improved.  These two 

features will greatly reduce the 

possibility of a system being 

infected with malware, spyware, 

ransomware, etc. 

 

Microsoft Patch Tuesday is going 

away.  Microsoft will be releasing 

updates and patches on a continual 

basis for home users.  Enterprise 

users will be able to manage the 

update process for Windows Pro 

and Windows Enterprise.   

 

Microsoft Advanced Threat 

Analytics (ATA) is designed to 

detect suspicious user and device 

activity within the organization by 

monitoring network traffic with 

deep packet inspection technology.   

 

Windows Hello is a new feature that 

provides the ability to log into your 

computer without a password by 

using facial recognition and a 

fingerprint.    

 

Wi-Fi Sense allows visitors to 

connect automatically to your Wi-Fi 

network without the need to 

provide a password.  This is not a 

very good feature.  Later, we 

explain why we don’t like it, and 

how to disable it.  

 

The Start Button is back and when 

you open a Windows program, it 

opens on the desktop vs. opening in 

full screen mode (very nice).  
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Cyber Attacks & IT Coincidences?   

(Lessons Learned) 
 
On July 8th, three major organizations 

experienced issues with their IT 

systems: the NYSE, United Airlines, 

and the WSJ.com.  While coincidences 

do happen, when it comes to 

simultaneous IT events, it takes time 

to analyze the facts before a true 

understanding of what happened can 

be determined.  When three major 

organizations have significant IT 

events on the same day, there is room 

for doubt that the events were a 

coincidence.    

 

The WSJ.com claimed that their 

systems were overloaded with traffic 

from people trying to find out what 

happened to the NYSE.  The question 

is, the WSJ.com had previously 

experienced even higher traffic for 

other world events, why did their 

systems not previously fail?  What was 

different between the other events 

and the event on July 8th? 

 

United Airlines claimed that there was 

an issue with a router, but 

organizations the size of United 

Airlines use redundant hardware 

configurations to prevent network 

outages from taking down key 

systems.  A router that has the 

potential to ground airplanes and halt 

network communications should have 

been installed with a high availability 

solution. 

 

The NYSE claimed that they were 

rolling out a new application, and the 

software had previously been tested 

and was ready to go.  Early in the 

morning before the Exchange opened, 

they discovered problems between 

the software and some of the 

gateways.  They made some quick 

gateway modifications and continued 

 with the roll-out of the new software.  

As time went on that morning, the 

gateways that were modified started 

having issues, which caused the 

Exchange to have to close down.  It’s 

strange that they would not have 

stopped the roll-out and tested the 

new gateway configurations.  Instead, 

they decided to make the 

modifications on the fly (not standard 

operating procedures for a company 

this size). 

 

Now for some good news, all three 

companies recovered from these 

incidents relatively quickly.  The NYSE 

suspended trading for only three and 

a half hours.  United’s grounding of 

planes lasted for less than two hours. 

 

Cyber security is like the game of 

chess.  Anyone that has played chess 

for a while knows that each player has 

a few basic opening moves, whether 

you are the first or second player.  The 

bad guys are constantly trying to 

create new techniques to sneak in 

under the IT defenses based on what 

they know of our standard defensive 

moves.  Sometimes they are caught, 

but even then, they are learning what 

works and what doesn’t.  It is a 

continuous challenge.  What may 

have happened on July 8th might 

have been a test to see how we 

respond to multiple IT incidents, and 

how we allocate our resources to 

identify and respond to a multi-

company, multi-incident threat. 

 

In the movie “Die Hard: With a 

Vengeance”, starring Bruce Willis as 

John McLean and Samuel Jackson as 

Zeus Carver, the movie opens with a 

downtown explosion.  The initial plot  
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Cortana is Microsoft’s new digital 

assistant that takes control of the 

operating system’s search function.  

Cortana lets you search for almost 

anything on the Internet, find files on 

your computer or network, and sets 

reminders and tasks using natural 

language queries.    

 

Edge is the new web browser, which 

is a lightweight browser built from 

the ground up.  Internet Explorer is 

still available for compatibility with 

older sites and applications, but 

Edge is faster and takes fewer 

resources than Internet Explorer.  

Edge includes features that allow 

editing and marking web pages that 

can be shared with others.  It also 

includes clutter-stripping reading 

views that let you store articles in a 

Reading List app for easy access.   
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(Continued from page 3) 
 
is that there is a bomb in one of New 

York’s public schools, and the police 

and fire departments are instructed 

that they are not allowed to evacuate 

the school, and they cannot use their 

radios to coordinate the search for the 

bomb.  Simon Gruber, the villain, has a 

grudge against John McLean because 

he previously killed his brother.  

Simon sends John and Zeus on a wild 

goose chase all over the city, having 

them solve riddles.  A lot of effort is 

put into searching for the bomb, and 

the relationship between the bomb 

and John, but he was just a pawn in 

the movie and there was no bomb in a 

school.  Simon Gruber’s real objective 

was to steal the gold from the Federal 

Reserve in Manhattan, using John and 

the school bomb threat to distract law 

enforcement, while he commits the 

real crime.  Cyber Terrorists also use 

this method of distraction, so is it 

possible that the three incidents were 

just a distraction?  If this were a cyber-

attack, did the attackers already 

accomplish their goal? 

 

Regardless of what you believe 

happened on July 8th, the lesson to 

be learned is no organization is too 

large or too small to suffer from an IT 

incident, whether the incident was the 

result of an internal system failure or 

cyber-attack.  It is important that 

every organization understand what 

their mission is and what critical 

functions are required to deliver its 

goods and services.  Every 

organization should have a program 

in place to be able to recover from an 

IT incident.  All three of these 

companies were able to recover from 

their incidents in less than 4 hours.  If 

you are looking for a place to start, we 

highly recommend the Cybersecurity 

Framework.  We have written about 

the framework in previous 

newsletters and you can download 

using the link below.  If you need help 

implementing appropriate controls 

for your organization, Quanexus can 

help.  

http://www.nist.gov/cyberframework

/upload/cybersecurity-framework-

021214.pdf                                       
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Another concern is Microsoft’s end 

user license agreement (EULA).  This 

gives Microsoft the right to access your 

data and, with Wi-Fi Sense, they will at 

least have your password to get on 

your wireless network.  This may be a 

way that some three-letter-acronym 

(TLA) type organizations such as the 

FBI, NSA, HSA, CIA, etc. can circumvent 

your Fourth Amendment rights 

“Unreasonable Searches and 

Seizures”.  You are granting Microsoft 

the right to access your information, 

and in turn, they can give the TLA’s  

 

permission to access your information.  

While the upgrade to Windows 10 is 

free, what is it really costing you in 

terms of your rights?  We do believe 

that Windows 10 is an excellent 

product, but it is important to fully 

understand what you are getting.  We 

also do not believe having the attitude 

that “I will never upgrade” or “I’ll just 

move to Mac” is a good attitude for 

your organization either. 

 

There are several things you should do 

to prevent Wi-Fi sharing: 

•     On your firewall or access point, 

change the SSID and include the  

 
For a fixed monthly fee, we are 

revolutionizing the IT industry 

with our Q-Works program.  

Quanexus’ complete “managed 

services” package means that 

you will see increased 

performance, security, and   

reliability immediately, at an 

affordable price. 

  

Your business success depends 

on your IT infrastructure. You 

need Quanexus to deliver         

proactive services that not only 

keep your network up and 

running, but running effectively 

and efficiently.  

text “_optout” in the name.  You should 

also include “_no_map” to disable 

Google’s wireless mapping.  The 

“_no_map” must be placed at the end 

of the SSID.  For example, if your old 

SSID was “myhome”, change it to 

“myhome_optout_no_map”. 

•     After the Windows 10 upgrade is 

complete, change the privacy settings 

in Windows to disable Wi-Fi Sense 

sharing. 

•     If you haven’t already done so, 

consider additional steps to harden the 

security of your Wi-Fi network, such as 

MAC address access only. 

An excerpt from the Windows 10 EULA 
can be found on our blog. 
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