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FREAK Attack 

(New Threat) 
                            By David Roeber 
On March 3rd, security analysts 

revealed that they had uncovered a 

new security vulnerability that they 

called FREAK.  Named for 

'Factoring RSA Export Keys', the 

FREAK attack relies on forcing a 

user's browser to use an outdated 

and less secure form of encryption 

called 'Export Grade 

Cryptography.'   

 

The method used for this exploit is 

the man-in-the-middle attack.  The 

man-in-the-middle attack 

intercepts traffic and sits between 

the end user and the web site. 
                                       (continued on page 2) 
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With all of the events happening in the 

IT industry, it was difficult to decide 

what to include in this month’s 

newsletter.  The Anthem breach made 

big news last month.  The breach was 

quickly detected and contained and 

from the many lessons to be learned 

from this incident, there is one that 

really stands out for me, “Security 

Awareness Training”.  Microsoft is busy 

getting ready to release Office 2016 for 

Mac (the current version is 2011) and 

Windows (current version 2013).  They 

are also working on Windows 10, is your 

computer ready? The Cybersecurity  

 

Framework has been generating lots of 

discussions in the IT industry.  Overall, 

it is an excellent document and 

provides a good starting point for 

organizations that haven’t started  

an information security program.  

There is a new threat out there called 

the FREAK attack which affects many 

browsers on desktops and mobile 

devices.  Lenovo is in hot water with 

some of their new laptops.  They 

included a new adware program that 

includes all the elements of a man-in-

the-middle attack.  Never waste a good 

crisis!  We look at the top phishing 

schemes that exploit national and 

individual crisis.  HP released their 

Cybersecurity report for 2015 that 

shows many systems still contain old 

vulnerabilities that are still being 

exploited.     

 

 Office 2016 Public Preview for Mac 

Microsoft released the public preview 

of Office 2016 for Mac on March 5th.  

The current version of Office for Mac is 

2011, so for many of us, this is long 

overdue.  Microsoft’s plan is to release 

Office 2016 for Mac sometime this 

summer, and it is anticipated to be out 

several months before Office 2016 for 

Windows. 

 

The goal for Office 2016 for Mac is to 

make it look and feel more like Office 

for Windows and other Office suite 

products.  The new product is built to 

be cloud connected and integrated 

with OneDrive, SharePoint and Office 

365.   

Some additional new features for Word 

and Excel include comments for co-

authoring and support for the same 

keyboard shortcuts as other Office for 

Windows products.   

 

Microsoft will release Office 2016 for 

Mac users who have Office 365 

subscriptions immediately as a 

download at no charge.  Pricing has not 

been released yet for those that don’t 

have an Office 365 subscription.   
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Update on the 

Anthem Breach 
 

It will likely be another 6 to 9 months 

before a final determination can be 

reached on how Anthem was 

breached.  Experts are speculating 

that the breach occurred either 

through a vulnerability on an Internet 

facing server, or the result of a social 

engineering/phishing scheme.   

 

An immediate lesson to be learned 

from the Anthem breach is the 

understanding of how it was initially 

identified.  Most organizations learn 

they have been breached by an 

outside third party.  I’ve seen statistics 

as high as 97% of breaches are not 

detected internally by the 

organization.  The Anthem breach was 

identified internally by a database 

administrator who noticed a process 

running under their credentials.  This 

administrator notified his supervisor 

and the breach was quickly contained.   

 

I give security briefings to many of our 

clients, and I always stress that the 

end user (employee) can be an 

organization’s weakest asset or the 

greatest asset when protecting an 

organization’s network.  End users 

have the ability to circumvent the best 

technology an organization can 

implement.  They can also be a great 

asset as the eyes and ears that help 

protect the organization.   

 

All our clients that are under 

regulatory compliance are required to 

provide their employees security 

awareness training (SAT) and have an 

incident response plan.  The DB 

administrator identifying a process 

running on their credentials and 

immediately reporting the situation, 

and the incident response team’s 

immediate isolation of the breach, is a 

great example of why security 

awareness training and having an 

incident response plan is critical to 

every organization.     

 

 Never Waste a Good Crisis 

Over the years, I have included many 

articles on phishing scams.  One of the 

security sites I follow, csoonline.com, 

recently had a great article on 

phishing by Stu Sjouweman where he 

lists “The Worst of the Worst Phishing 

Scams”:    

 

1. Funeral Notifications- notification 

of a sudden death of a loved one 

2. Court Notice to Appear- mail from 

what appeared to be a legitimate 

law office 

3. Ebola Virus as Bait- fall of 2014 

emails were sent out by hackers 

declaring an Ebola virus breakout 

with a link to click on 

4. eBay Troubles- last year eBay lost 

145 million credentials, and to 

make things worse, they sent  

 

 

 

        emails to their users asking them  

to click on a link   

5. Nude Celebrity Photo Scam 

6. You Owe Taxes, Pay Now or Else- 

message looked like it came from 

the US Treasury department 

7. MH17 Airplane Crash- fake video 

release 

8. Robin Williams “Goodbye Video”- 

bogus Facebook phishing 

message 

 

Not on the list, but everyone 

should be on the lookout for, is 

mail that looks like it is from 

Anthem.  If you receive any email 

from Anthem, double check the 

links, or manually type them into 

a browser. 

FREAK Attack 
(continued from page 1) 

 

The man-in-the-middle forces a 

legitimate website to use the low 

grade encryption connection and 

only offers the low grade 

encryption to the end user.  This 

low grade encryption traffic is 

captured and analyzed to steal the 

end user’s credentials, which can 

be used to breach this and other 

accounts owned by the user. 

 

Many vendors have already 

released patches to prevent the 

FREAK attack.  To test a browser, 

you can go to this link 

https://freakattack.com/clienttest.

html.  For more detailed 

information on which browsers are 

affected, follow this link 

https://freakattack.com/.   

 

In the mid-1990's, when the World 

Wide Web was beginning to become 

widespread, the NSA and the 

Government were concerned that 

foreign enemies might use strong 

encryption to send and receive 

messages that they could not read.  

To prevent this, the United States 

Government passed legislation that 

prevented the exportation of strong 

encryption technology and only 

allowed a 'weaker' 512 bit 

encryption to leave the country.  

They did this so that foreign 

companies' data would be 

somewhat protected, but if the 

Government required it, the NSA 

could intercept and decrypt any 

data that was needed.  In the late 

90's and early 2000's, most of the 

legislation forbidding exportation 

of strong encryption software was 

repealed, although some 

restrictions remain. 

 

 

https://freakattack.com/clienttest.html
https://freakattack.com/clienttest.html
https://freakattack.com/


 

Windows 10, Is Your Computer Ready? 
 

There have been several releases of 

the Windows 10 technical preview.  Is 

your computer ready?  The easy 

answer is if your computer can run 

Windows 8.1, most likely you won’t 

have an issue with Windows 10.   Most 

users haven’t upgraded to 8.1 yet so 

the gotcha is, can your system run 

Windows 8.1?  Windows 8 requires 

PAE/NS/SSE.  These requirements 

take advantage of extra storage, 

streaming enhancements and 

application protection.  To determine 

if your computer can run Windows 8, 

try installing it.  The first thing 

Windows 8.x does is run a PC 

compatibility check.  Another method 

of testing your PC is to download and 

run Coreinfo v3.31 from Microsoft.  

Coreinfo v3.31 can be downloaded at 

https://technet.microsoft.com/en-

us/sysinternals/cc835722. 

 

There are some technical issues with 

the preview and it might not run on 

every system, even though the system 

meets all the requirements.  This issue 

will be fixed before the final release.  A  

 word of caution- installing the 

technical preview might disable some 

functions in Windows 8, especially the 

media player.  If you are going to 

install Windows 10 technical preview, 

it is recommended you do this on a 

virtual machine such as Hyper-V, 

Virtual Box, Parallels, or VMWare etc.   

 
For more information on Microsoft’s 

minimum requirements, it is 

recommended you review the FAQ at 

http://windows.microsoft.com/en-

us/windows/preview-faq-system-

requirements-pc.  The minimum specs 

are: 

 
 Processor: 1 gigahertz (GHz) 

or faster 

 RAM: 1 gigabyte (GB) (32-bit) 

or 2 GB (64-bit) 

 Free hard disk space: 16 GB  

 Graphics card: Microsoft 

DirectX 9 graphics device 

with WDDM driver  

 A Microsoft account and 

Internet access 

 

Lenovo Shipped 

Laptops with Pre-

Installed Man-In-The-

Middle Software 
 

Computer manufacturers are paid to 

ship their systems with pre-installed 

software (what we in the industry 

call “bloatware”).  Lenovo went way 

outside acceptable boundaries 

recently when they worked with a 

company named Superfish.  
 

Superfish would provide adware on 

the user’s screen based on the type 

of websites the user would visit.  The 

spying was all based on 

contextual/image vs behavioral 

activities.  While adware is a 

common practice, the methods they 

used to implement adware were 

quite questionable.  Superfish would 

create a man-in-the-middle type 

attack using a self-signed certificate 

to intercept and insert ads into the 

user’s browsers.  This method 

compromised all SSL (secure) 

connections for the laptop. 

 

After this issue was identified, 

Lenovo stated that this was only 

used on some consumer based 

systems, and users had the 

opportunity to opt in.  
 

Superfish has been completely 

disabled for server side interactions 

and on all Lenovo products.  Since 

January, Lenovo has stopped pre-

loading this software.   
 

Lenovo stated:   “We have 

thoroughly investigated this 

technology and do not find any 

evidence to substantiate security 

concerns. But we know that users 

reacted to this issue with concern, 
and so we have taken direct action 

to stop shipping any products with 

this software.”  
 

Cybersecurity Framework Expansion? 
 

Last month, I wrote about the 

Cybersecurity Framework, which 

was created by executive order.  

There has been a lot of industry 

expert discussion on the 

framework, and how it may or 

should be expanded to include: 

healthcare, cloud computing and IT 

companies.     

 
The intention for the framework is 

to protect critical infrastructure in 

the US.  While the framework is  

voluntary today, auditors are 

starting to use the framework as a 

basis for their audits.  Several 

industries that are covered, 

classified as critical infrastructure, 

are pushing back claiming that 

critical infrastructure needs to be 

expanded to include IT (which was 

exempt from the executive order), 

because their industry’s 

infrastructure is heavily dependent 

on IT vendors.   

                             (continued on page 4) 
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Cybersecurity Framework Expansion? 
(continued from page 3) 

 

This would include companies such as 

Microsoft, Google, Cisco etc.  The IT 

industry lobbyists were successful at 

getting excluded because a large 

percentage of their business is 

consumer based.  Similar to the IT 

industry is the cloud provider industry.  
 

Healthcare is currently covered under 

HIPAA and the HITECH Act.  HIPAA and 

HITECH primarily focus on protecting 

client information.  The expansion of 

liability and requirements for the 

healthcare industry would include: 

board oversight, cybersecurity 

policies, controls and procedures.  

The entire service provider supply 

chain, vendor and provider, would 

have to be evaluated.  The bottom 

line for the healthcare provider is, if 

they don’t already have a 

comprehensive risk management 

process, they will have to institute 

one.   

 
 HP’s Cybersecurity Risk Report 2015 – 

Unpatched Systems High on the List 

 HP’s Cybersecurity Risk Report 2015 

was released last month.  The report 

had 7 key themes, and most notably, 

the first theme was “Well-known 

Attacks Still Commonplace”.   This 

section highlights the fact fixes for 

older, well known vulnerabilities are 

not being installed.  The second theme 

in the report is “Misconfigurations are 

Still a Problem”. 

 

Of the top exploits, 33% of them were 

attributed to Microsoft Windows, 28% 

were due to 6 known vulnerabilities in 

Java, and 11% of them were due to 

vulnerabilities with Adobe Reader and 

Acrobat.  While 39% of the exploits can 

be attributed to Microsoft, 61% 

percent of the exploits are caused by 

other third party applications, with 

Adobe and Java being numbers two 

and three.   

 

This reinforces the fact that 

organizations need a strong third 

party patch management solution.  It 

is not good enough to just enable auto 

updates on operating systems and 

applications.  Management needs to 
implement a solution that users 
cannot disable, and can be centrally 

managed to insure that systems are 

properly being updated.    

 

Theme two in the report focuses on 

system misconfiguration.  “Our 

findings show that access to 

unnecessary files and directories 

seems to dominate the 

misconfiguration-related issues. The 

information disclosed to attackers 

through these misconfigurations 

provides additional avenues of attack 

and allows attackers the knowledge 

needed to ensure their other methods 

of attack succeed. Regular 

penetration testing and verification of 

configurations by internal and 

external entities can identify 

configuration errors before attackers 

exploit them.” 

 

Other notable items in the report are 

the increase in nation-state support 

hacking activity.  The report revealed 

that state involvement can be divided 

into three different levels of support: 

indirect operational involvement, 

direct operational involvement, and 

condoning with plausible deniability 

of operational involvement.  Examples 

of state involvements included: Iran, 

North Korea and Turkey. 
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Quanexus’ complete “managed 
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performance, security, and   
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affordable price. 

  

Your business success depends 

on your IT infrastructure. You 

need Quanexus to deliver         

proactive services that not only 

keep your network up and 

running, but running effectively 

and efficiently.  

The degree of apparent state 

involvement was derived based on 

several factors, including: 

 Evidence of state sponsorship 

of actor training 

 The nation’s cyber warfare 

infrastructure, capabilities, or 

doctrine 

 The nation’s cyber laws 

 Threat actor group ties to 

government or military entities 
The full report can be found at 

http://images.info.arcsight.com/Web/A

rcSight/%7B21959cf5-8d71-4c4a-b2c2-

c2ed75f37028%7D_4AA5-0858ENW.pdf 
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