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     As we continue to grow and improve our in-house   

processes, some exciting changes are happening at 

Quanexus.  First, I’d like to formally introduce          

everyone to our new company President, Terry Watson.  

Terry has been serving as the company’s Vice President 

for the past 7 years and has been leading the company.  

Jason Bacher has been promoted to Operations       

Manager.  With recent new hires and these two        

promotions, Quanexus will be in a better position to 

grow and assist our clients with meeting their technology needs.  I’d like to also 

congratulate Tom Knapke on completing the certification requirements for the 

Mitel SX200 ICP platform.  On the security front, earlier this month, the World 

Wide Web faced a major security issue with OpenSSL vulnerabilities.  We were 

also called in to help resolve a network performance problem and found they 

were under a denial of service attack.  These types of threats amplify the         

necessity for organizations to have a good firewall.  
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     Network Security at best is challenging.  There are lots of tools out there to help automate the process but there is a 

serious issue with the use of these tools. Networks today are under constant attack and unless you actually see the log 

data that shows what your firewalls are blocking, you probably won’t believe me.  One of the big issues is too much  

data and too many alerts.  If you are constantly getting alerts, at some point it becomes easy to ignore the messages.  

Neiman Marcus and Target are examples of this problem.   

 

     Automated tools are a wonderful thing if properly implemented.  The biggest issue is determining what alerts are          

important and be cautious not to overwhelm those that need to respond to these security alerts.  Alerts are often sent for 

events that have been  successfully blocked.  If the event has been blocked, you can view it in the log files, and there is 

no reason that an alert be sent to staff.  It is important to view the logs to make sure that there is not an active persistent 

threat (APT) that might require other mitigating defenses. 

 

     With the breakout of the Heartbeat Heartbleed OpenSSL issue, our alert system was going off constantly.  For the 

clients who have us monitoring their firewalls, new signatures were immediately pushed out (a positive for automated 

security).   On the down side of automated security, after the new updates were pushed out, we started getting 200 to 

300 alerts a day, indicating that users were trying to go to vulnerable sites that have not been properly updated.  I am 

happy to report, with only minor exception, that these attempts were blocked.  A few clients had a less secure guest 

wireless network where users were able to successfully get to a vulnerable site, and once we saw those alerts, their UTM 

profiles on the firewall were changed to protect their users.  

 

     Organizations that are still using older firewalls such as Cisco PIX, ASAs and consumer grade devices such as 

Linksys, etc., should consider upgrading their units with newer technology that can detect and protect against these 

types of threats.  Also, being able to receive alerts and having the ability to monitor the firewalls is a big plus.  Without 

the monitoring and alerting, we would not have had the insight to know that some units were allowing  users to go to 

vulnerable sites. 

     The US Computer Emergency Readiness Team (US-CERT), issued an alert on Distributed Denial of Service (DDoS) 

attacks against Network Time Protocol (NTP).  Typically, we don’t see a DDoS attack against one of our clients        

because they are very focused attacks.  Last month, we were called in to help a client determine what was killing their   

network.  The client did have a good firewall installed and because of the firewall they had, we were able to quickly  

determine that they were receiving a tremendous amount of NTP traffic from outside their network.  We were then able 

to quickly identify that the traffic was targeting their phone systems, both of which had the NTP service running on 

them.  DDoS attacks are typically hard to stop because the attack is generated by many external systems flooding the 

victim’s network.  To block a DDoS attack usually involves assistance from the Internet Service Provider.  Because this 

attack was against a service that did not need to be made available on the Internet, we were able to program the firewall 

to block all incoming NTP traffic to the network.  About five minutes after doing this, network traffic resumed to      

normal.  
      

     Another issue we recently encountered with a client, they were unable to consistently connect to their digital video 

recording (DVR) system that monitors their security cameras.  By having a good firewall and monitoring tools, we were 

able to quickly determine that the DVR system was connecting to outside IP addresses that belong to sites that were 

classified as adult material.  The DVR had been compromised.  Upon further investigation we found that the default 

password for the DVR was never changed, and there was no port filtering.  

 

The three key lessons that can be learned by these clients experiences are: 

A properly configured firewall does not have any unnecessary ports open (NTP was open and not needed) 

Default passwords should always be changed or default accounts should be deleted 

Having a good firewall is a great tool to diagnose and resolve network issues 

A good practice is to review your firewall rules annually or whenever there is a significant change made to your        

network environment.   

US-CERT Network Time Protocol Distributed Denial of Service Attacks & Hacked DVR  

Heartbleed SSL Vulnerability and Password Changes  
     This month, we sent out a security alert to explain the basics of the 

Heartbleed vulnerability.  Most organizations that use OpenSSL have updated 

their sites, but caution is still warranted.  If you go to the site of a small         

organization, you may want to verify that the site has been updated.  A quick 

check can be performed by going to this site http://filippo.io/Heartbleed/ and 

typing in the URL. 

 

     Experts have determined that this vulnerability has been around for over two 

years.  Because the vulnerability has been around for so long, it is possible that 

your user ID and passwords may already have been stolen, so industry experts 

are recommending you change your password on these popular sites: Airbnb, 

Google, YouTube, Gmail, Facebook, Yahoo, Yahoo Mail, Tumblr, Flickr, 

OKCupid, Pinterest and Wikipedia. 

Fortigate Firewalls and Heartbleed Vulnerability  

     Clients that have Fortigate firewalls running version 5.0x have this             

vulnerability.  Fortinet has issued an immediate update 5.0.7 to remove this     

vulnerability.  All clients should have been updated to this version.  If you have 

any questions or would like to verify that your firewall has been updated, please 

contact either Heather or Jason (schedule@quanexus.com). 

http://filippo.io/Heartbleed/
mailto:schedule@quanexus.com


 

 

Microsoft Patch Updates and Windows XP  

 

Quanexus Service Portal 

Storm Season 
     As we enter April, we are also entering storm season.  This season is known for increased electrical storms 

which are a major cause of power outages.  There are a few things that you should do to make sure your        

systems are protected.  Verify that your uninterruptable power supplies (UPS) are in good condition.  The UPS 

provides backup power for your servers.  When power is lost, a good UPS will gracefully shut down your    

servers, thus preventing the possibility for data loss or corruption.  Depending on the type of database you are 

using, you may also want to consider installing a UPS on each workstation that has access to a delicate          

database.  Databases are like a deck of cards.  If the database is not logged out of and a graceful shutdown does 

not occur, the end result is taking that deck of cards and throwing them around a room.  Once this happens, you 

need to collect up all the cards and re-sort them. In database terms, this is called re-indexing.  While most       

databases are very robust, it is possible that a card or several cards can get lost and are unrecoverable. 

 

     To further protect yourself about the negative consequences of a storm, you should verify that your backups 

are properly working and that your off-site backups are restorable.  Should the server become damaged beyond 

repair, you may need to recover your data from an off-site backup. 

     We are in the final stages of testing our on-line portal.  The portal will allow our clients who wish to enter a   

service order or request a quote, to do so on-line.  You will also be able to check the status of an order.  We started 

testing the portal with a few clients in early April and anticipate rolling it out by the end of the month.   

 

     Because we know that many of our clients like a personal touch, we have no intention of not taking your calls 

and processing orders as we currently do.  As always, we have never considered implementing an automated       

attendant system, and believe our clients deserve to talk to us whenever needed vs. having to go through a complex 

call menu or on-line only requests.   
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     On April 8th, Microsoft released their final set of patches for Windows XP and Office 2003.  This marks the end 

of a great run on a great product for Microsoft.  A total of 11 vulnerabilities for Windows XP were released and 4 for  

Office 2003.     
      

     If you are insistent on using Windows XP, my final piece of advice is, “Don’t use Internet Explorer.”  Internet  

Explorer on XP is at version 8, the current version of IE is 11.  You should consider using either Google’s Chrome or 

Mozilla’s Firefox as a browser as these are both still supported on the XP platform.  Google, has committed to      

support Chrome on XP for one more year, Mozilla has not released information on how long they will support XP. 

 

I am sure many of you are tired of all the droning in the news about Windows XP end of support (the sky is 

falling).  Unless there is some truly significant news on XP, this will probably be the last time I write about it.  

I’m going to end my XP messages with a famous expression plus a commentary; “If it ain’t broke don’t fix 

it?”  This type of advice can destroy anything from a small company to a country.     

 

     Other patches included a fix for the RTF file exploit.  If you previously manually installed a fix to prevent       

Outlook or Word from opening RTF files, you can go to the site and remove that fix.  For our Q-Works clients, we 

will be removing the temporary fix once your systems are updated with the new patches.  For most clients this will be 

done between April 16th and 23rd.         

Windows 8.1 Update 1 
     What many are saying Windows 8 should have been has finally been released with the 8.1 Update l (8.1.1).  

Many familiar features have been added to Windows 8.1.1 that makes the user experience for those that still use a 

mouse and keyboard (most of us, including me), a more pleasant experience.  Now when Windows 8.1.1 boots on a 

system without a touchscreen, it boots into the desktop, not the tiles screen.  The task bar also has some                

improvements, mainly right clicking on the task bar brings up more options, including previously opened files.  For 

those that are still angry at Microsoft for removing the start button, this release is not going to make you any happier, 

the start button is still not there, although Microsoft still says that they intend on bringing it back in future releases.   
      

     If you are running 8.1 and have not set your computer to run auto-updates or have specified only critical updates, 

it is likely that the 8.1.1 update has not been pushed out to your computer.  To manually update your computer     

follow these instructions easy steps. 

 

Click on the WinKey and the C key simultaneously (WinKey+C -> Settings -> Change PC Settings ->   

Update and Recovery -> Windows Update) and check for updates. Start installing Windows 8.1 Update  

for x64-based Systems (KB2919355).  If you haven’t updated your computer in a while, it may require some   

additional updates. 

   

     If you are not sure if you have already been upgraded to Windows 8.1.1, a quick way to tell is by looking at the 

tiles screen.  On the top right, you should see your user ID and next it there will be a power button symbol and a 

search symbol.  Obviously, you can use the power button symbol to power down, sleep or restart your computer.  

The magnifying glass symbol is used to search for a program or file on the local computer and it will also search  

potential links on the Internet.  This advanced search feature was in the original release of Windows 8 but very few 

users knew how to take advantage of it. 
      

     I’ve only got to use Windows 8.1.1 for two days before writing this article, but so far I think it will make it easier 

for those who have not upgraded yet to do so.  With the new enhancements, I will be less hesitant to recommend 

Windows 8.1.1 to our clients.   

 Microsoft Office for the iPad (Free, But Not So Free)  
     At the end of March, Microsoft released, for free, their Office       

products on the iPad.  Over the weekend of the initial release, Microsoft 

rose to the top of the App Store’s free chart.  The available products are; 

Word, Excel, and PowerPoint.  Microsoft hasn’t released any numbers, 

but the demand has been great.  Analysts are using the amount of reviews 

as a gauge to determine how many users downloaded the apps.  They are 

taking into consideration that reviews are typically written by less         

satisfied users, while the majority of satisfied users won’t write anything.   

 

     One of the biggest complaints by users is the lack of file storage     

options.  The free product lets you open Microsoft documents.  If you want to create a document or edit a           

document you have to have a subscription to Office 365, their online subscription suite.  Typical price plans for 

Business Office 365 range from $12.50 to $15.00 per month.  The Home Premium price is $9.99 per month and it 

allows you to install the product on 5 computers and 5 tablets.  Office 365 Personal, which was just announced, 

will be priced at $6.99 per month, but it is not available yet.  Quanexus is an authorized Office 365 partner and for 

more information on Office 365, please contact us or visit office.microsoft.com. 

http://windows.microsoft.com/en-us/windows-8/install-latest-update-windows-8-1
http://windows.microsoft.com/en-us/windows-8/install-latest-update-windows-8-1

