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Windows 10 is On 

the Way, Things 

You Need to Know 
 

Microsoft’s goal is to have one 

billion devices running Windows 10 

within 2 to 3 years.  This is a big 

number, but analysts do believe it 

is possible.  When thinking about 

one billion devices running 

Windows 10, this goal also includes 

the tablet market, phone market 

(which is a failure right now) and 

devices that have been categorized 

as the Internet of Things (IoT).  The 

IoT includes devices such as 

Raspberry Pies and other Micro 

Computer devices that are being 

used by experimenters, hobbyists 

and being imbedded into small 

products.  If you haven’t read 

between the lines in the previous 

sentence, there will be Windows 10 

distributions for other small 

hardware platforms. 

 

The new Surface 4, when released, 

will be released with Windows 10, 

and both are expected by mid-July. 
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It has been another big news month.  

Microsoft is getting ready to release 

Windows 10 and there are a few things 

to be aware of, especially the method 

Microsoft intends on pushing out the 

upgrade and the eligibility 

requirements for a free upgrade.  As 

breaches are on the rise, companies are 

changing their password policies to 

disallow the use of passwords that 

employees use on personal accounts, 

from being used on systems that access 

company resources.  Also, while 

everyone has heard that they should 

regularly change their passwords, we 

go into detail of why this is a good  

practice.  Many breaches, when traced 

to their root cause, are found to be a 

social engineering attack using 

phishing techniques.  The techniques 

are getting more sophisticated, eliciting 

emotional responses causing the victim 

to quickly click on a link or open an 

attachment.  For years the industry has 

advised organizations to regularly keep 

their systems current with the latest 

patches and updates.  A recent alert 

published by the US-CERT team states 

85% of targeted attacks against critical 

infrastructure are preventable by 

systems being properly patched.  Most 

systems that were exploited had known 

patches released at least 12 months 

prior to the exploit.  US-CERT has also 

released information on the top 30 

most commonly exploited 

vulnerabilities.   

 Upgrade – Version, Options and Costs 
There is a lot of confusion on the cost 

incentive to upgrade to Windows 10, 

and Microsoft is giving everyone who 

has a genuine Windows 8.1 or Windows 

7 SP1 license a real incentive to 

consider upgrading.  While the official 

license agreements have not been 

released yet, here is what the industry 

is speculating.   

 

If you have a genuine Windows 8.1 or 

Windows 7 Service Pack 1 license, you 

will be eligible for a free license for 

Windows 10.  If you are running 

Windows 7, you need to upgrade to 

Windows 7 SP1 first, which is a free 

upgrade.  If you are running Windows 

8, you must first upgrade to Windows 

8.1, which is also free.   

 

To qualify for Windows 10 at no cost, 

you must upgrade your system within 

12 months of the release date, which is 

currently expected to be sometime 

mid-July.  

 

For those of you who are running 

Windows 8.1 or 7 SP2 enterprise 

versions of the OS, the free upgrade 

does not apply.  This is because 

enterprise clients typically have 

software assurance to manage their 

upgrade paths. 

 

There may be some other qualifying 

requirements as there has been some 

ambiguous information coming from 

Microsoft.  We will be following this and 

as we learn more, we will be posting 

updates on our blog.    
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Expected Changes in 

Windows 10 
 

 

 
 

Microsoft Internet Explorer is being 

replaced by Edge (previously 

codenamed Spartan).  It will have a 

new logo, which looks oddly similar to 

the old logo, and will have extension 

support for Skype, Reddit and 

Pinterest.  Cortana will also be 

integrated as Microsoft is looking to 

make Cortana the Microsoft personal 

assistant.   

 

There will only be two editions of 

Windows 10 available to the consumer 

and business market, Home and Pro.  

Windows 10 Enterprise will still be 

available, but it will be sold as an 

upgrade from Windows 10 Pro.  The 

free upgrades to Windows 10 are: 

 

•    Windows 7SP1 Home Premium and 

Windows 8.1 systems will receive an 

upgrade to Windows 10 Home  

•    Windows 7 SP1 Professional, 

Ultimate and Windows 8.1 Pro will be 

upgraded to Windows 10 Pro 

 

There will also be some limited 

editions that will be designed to run 

as an embedded system.  Examples of 

embedded systems are bank ATM 

machines and manufacturing robots.  

There will also be an edition that 

supports the Internet of Things (IoT) 

type devices. 

 

 

Installation Process (Beware) 

There will be two primary ways to 

install Windows 10: with a DVD and 

through Windows updates.  The 

Windows update process can 

automatically download and install 

Windows 10 just like it does for service 

packs and typical updates.  This 

means that you may go to bed one 

evening and find that the next 

morning Windows 10 has been 

installed on your computer.  How this 

will affect business has not been fully 

determined yet, but this could 

obviously be a cause of concern.  

We will be sending out updates via 

our blog once all of the details are 

known.  Our Q-Works clients should 

not be affected by this as we monitor 

and control which updates are 

allowed to be installed. 

 

If you accidently end up with Windows 

10 on your system and you didn’t 

want it, there is supposed to be an 

easy roll back to your previous version 

of Windows.  

If you are a business owner or 

someone responsible for 

compliance, this topic should be 

addressed in your employee 

manual and in your IT Security 

Policy.  We hear about new 

breaches every day in the news, 

stealing credentials from 

unsuspecting users.  The 

credentials and other stolen 

personal information are then sold 

through underground, black 

market web sites. 

 

An example of the risk is, PayPal or 

Amazon has a breach and you were 

among the unlucky users who had 

information stolen, but luckily, 

your account was not affected.  You 

are notified about the issue and the 

breached organization 

recommends or requires you to 

change your password.  In all 

likelihood, you probably used the 

password on other personal sites, 

so a good practice would be to  

 

 

 

 

 

 

change that common password on 

all accounts where it is used.  An 

change that common password on 

all accounts where it is used.  An 

even better practice is to have 

different passwords for all your 

different accounts and to change 

them on a regular basis. 

 

It could be months and even years 

before someone who purchased a 

list that has your user credentials 

on it gets around to trying it out, 

and if you still have the same 

password, they are in.  If they find 

that your credentials worked for 

one site, you will become a person 

of interest to them because they 

know that you are probably using 

the same credentials on other sites, 

and most likely also using them at 

work.  Help protect your 

organization by not using 

passwords that are used for 

personal accounts.  It is up to the 

organization to teach and keep 

users aware of the threats that are 

out there.     

Don’t Use Personal Passwords at Work 

https://www.google.com/imgres?imgurl=http://www.fox-engineering.com/gifs/Windows-10-logo.jpg&imgrefurl=http://www.fox-engineering.com/windows.html&docid=6d5x2htxGnOYBM&tbnid=PjOpHi61fsbGXM&w=165&h=165&ei=DCRnVcfWDaS_sQTyn4HYCQ&ved=0CAcQxiAwBQ&iact=c


 

Phishing Emails are on the Rise 
 

Everyone knows how to spot obvious 

phishing emails, or do they?  There 

are many phishing techniques that 

are not so obvious.  Some phishing 

attacks are trying to elicit an 

emotional response and scare you 

into a reactive impulse to click on a 

link.  They may be from trusted sites 

such as Amazon or PayPal, typically 

confirming a transaction, such as a 

big screen TV purchase or an online 

payment being processed.  The bad 

guys are hoping that when you see the 

confirmation on the purchase of your 

new 72” TV, you will immediately log 

into your account to see how this 

happened and how to cancel the 

order.   

 

As mentioned in previous newsletters, 

the link contained in the email will 

take to you to a site that actually 

looks and feels like an actual vendor 

website.  You will enter your  

credentials, and typically fail to log in.   

 At that point, the bogus site transfers  

you to the real site where you would 

log in and find out that everything is 

ok, but you just made things worse 

when you unknowingly entered your 

credentials into the bogus site.  If this 

happens to you, you need to 

immediately change your password 

on this site, and any other site that 

you use that password on. 

 

If you receive an email like this, you 

must resist the temptation to click on 

the link in the email.  Instead, you 

should go directly to the real site and 

verify if there is an issue with your 

account or if someone was actually 

trying to steal your credentials.   

 

Other types of phishing emails may be 

from addresses such as the IRS, or a 

message from a friend containing 

information about the health of a 

friend.  Beware of attachments and 

links in these types of emails. 

 

Adult Friend Finder 

Has Been Breached 
 

Adult Friend Finder, part of Friend 

Finder Network, a California 

company that is one of the world’s 

largest online dating companies, has 

been breached.  The site has 40 

million members according to their 

web site, and over 600 million 

registered users across all their other 

web sites.  This site is not a cooking 

or sewing site, but rather a site 

focused on adults meeting for risqué 

type activities.  The breached data is 

being sold on the underground 

market. 

 

Researchers claim the big risk for 

individuals and companies are, 

many of the accounts used for 

membership contained company 

email addresses, and even some 

government and military addresses.  

Dave Lewis from csoonline.com 

stated, “I’m not one to pass 

judgement. But, I will offer that if 

you’re going to sign up for a service 

like this, that you make use of a 

throw away email and limit what 

information you do share.  Otherwise 

you might get an email from 

someone demanding payment to 

not destroy your life or worse, ask 

you to divulge confidential 

information that could put other 

people in harm’s way.” 

 

Friend Finder Networks has hired 

FireEye’s forensic unit, Madiant, to 

investigate this incident and has also 

hired Holland and Knight, a law firm 

and public relations company, 

specializing in cybersecurity.   

 

Google Fiber 
 The service was first introduced in 

the Kansas City area and then 

expanded into the Austin, Texas and 

Provo, Utah areas.  Future expansion 

is expected into Atlanta, Charlotte, 

Raleigh Durham, Nashville and Salt 

Lake City.  Google Fiber is offered in 

three options: free Internet access, a 

1 Gbit/second option and a 1 Gbit/s 

option with TV service.  The Gb/s 

option includes 1TB of Google Drive 

and the 1 Gb/s option plus TV 

includes 2 TB DVR (8 tuners) and 1 TB 

of Google Drive.  Price range is from 

$0 to $130 per month.    

 

Googles Fiber’s original agreements 

restricted users from hosting servers 

on their connection.  In 2013, the 

agreement was updated and 

permitted the hosting of servers for 

personal use, but restricted the 

hosting of servers for commercial use. 

 

There is no timetable on when Google 

Fiber will hit our region, but it will be a 

real game changer to the other 

regional carriers.  Google Fiber started 

out as an experiment to drive the cost 

out of delivering Internet service and 

then turn the technology over to the 

carriers/ISPs.  Google’s end game was 

that searches would increase with the 

faster speed, which would in turn 

increase their revenue.  As it is turning 

out, Google Fiber is growing 

organically without turning over the 

technology to the carriers. 



 

 
Credit Card Security 
The US credit card industry uses a 

magnetic strip on the card and only 

requires a signature for a transaction.  

When a card is not available at the 

point of sale (POS), the CMV code 

(three or four digit code on the back of 

the card) is required.  Over the years, 

this technology has proven to be very 

insecure.  Europay, MasterCard and 

Visa created a new, secure global 

standard EMV for credit card payment.  

The standard was created as a means 

to accept integrated circuit (IC) chip 

based payment cards.  Other card 

companies such as American Express, 

Discover and others have joined the 

standard, which also includes 

protections for purchases made on-

line, when the card is not present at 

the point of sale.  The US is the last 

country to adopt EMV, and makes up 

24% of global credit card transactions 

and is responsible for 50% of 

worldwide fraud.  

 

                                                                          

Coming this October, the liability on 

who is responsible to cover fraudulent 

transactions will shift from the 

financial services company (issuing 

bank) to the merchant (the 

store/vendor).  The current liability 

language leaves room for 

interpretation, but if you are a 

merchant that accepts credit cards, it 

is highly recommended you plan on 

being able to accept EMV cards by 

October.    

 

Americans who travel overseas have 

had issues with magnetic stripe cards 

not being accepted.  The US adoption 

of the EMV standard will resolve this 

issue.  The cost for a striped credit 

card is 25 cents compared the price of 

a chip card, which is upward of $2.50 

each.  In 1995, EMV 2.0 was the first 

full release of the standard.  The 

current version of the EMV standard is 

4.3, which was released in 2011.   

 
 United States Computer Emergency Readiness: 

Team Alert TA15-119A 

 US-CERT TA15-119A references 

running unpatched software from 

Adobe, Microsoft, Oracle or OpenSSL.  

The alert states “Cyber threat actors 

continue to exploit unpatched 

software to conduct attacks against 

critical infrastructure organizations. As 

many as 85 percent of targeted 

attacks are preventable” 

 

This Alert provides information on the 

30 most commonly exploited 

vulnerabilities used in these attacks, 

along with prevention and mitigation 

recommendations.  

 

The Alert also states:  “The attack 
vectors frequently used by malicious  

actors such as email attachments,  
compromised “watering hole” 
websites, and other tools often rely on 

taking advantage of unpatched 
vulnerabilities found in widely used 
software applications.  Patching is the 
process of repairing vulnerabilities 
found in these software components.” 

  

It is necessary for all organizations to 

establish a strong, ongoing patch 

management process to ensure the 

proper preventive measures are taken 

against potential threats.  The longer a 

system remains unpatched, the longer 

it is vulnerable to being compromised.  

Once a patch has been publicly 

released, the underlying vulnerability 

can be reverse engineered by malicious 

actors in order to create an exploit.   

process has been documented to take 

anywhere from one to four days.  

Timely patching is one of the lowest 

costs, yet most effective steps an 

organization can take to minimize its 

exposure to the threats facing its 

network. 

 

Executives should ensure their 

9090 N. St. Rt. 48 

Dayton, Ohio 45458 
937 885-7272 

info@quanexus.com 

 
For a fixed monthly fee, we are 

revolutionizing the IT industry 

with our Q-Works program.  

Quanexus’ complete “managed 

services” package means that 

you will see increased 

performance, security, and   

reliability immediately, at an 

affordable price. 

  

Your business success depends 

on your IT infrastructure. You 

need Quanexus to deliver         

proactive services that not only 

keep your network up and 

running, but running effectively 

and efficiently.  

This process has been documented to 

take anywhere from one to four days.  

Timely patching is one of the lowest 

costs, yet most effective steps an 

organization can take to minimize its 

exposure to the threats facing its 

network. 

 

Executives should ensure their 

organization’s information security 

professionals have patched the 

following software vulnerabilities.  

Please see patching information in the 

alert below for version specifics. 

The full alert is located here: 

https://www.us-

cert.gov/ncas/alerts/TA15-119A 


