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Ransomeware on 

the Android 
As some have predicted, 

ransomeware has made it to the 

Android platform.  The threat is 

known as Android/Simplocker.  

The ransomeware encrypts the 

user’s files with AES 256-bit 

encryption and then contacts a 

command and control center.  The 

good news (if you can call it good 

news) is that the user has to install 

the ransomeware manually.  

Installation can only occur by 

installing apps that are from 

known trusted sites. The 

Simplocker ransomeware is largely 

being spread through social media 

encouraging users to go to an 

untrusted site and install the 

untrusted app.   
                                    (continued on page 2) 

 

 

 
 

 

The Quanexus Newsletter                      by Jack Gerbs 

Last month we changed 

the format of our  

newsletter and you  

probably noticed that it 

has changed again this 

month. After seeking some  

professional help, we now have a new 

layout that we are proud of and will be 

keeping for a while.  We have also gone 

to full color. 

 

Since the end of support for Windows 

XP, it seems like hacking activity has 

taken off.  First, there was the 

Heartbleed threat, then the OpenSSL 

issue came up, and now there is 
another OpenSSL exploit.  Breaches are 

also on the rise.  AutoNation had their 

websites hacked, and payment card 

and personally identifiable information 

(PII) stolen.  Also, some creative 

individuals found a way to hack the 

Windows XP registry so it can get 

updates that are intended for Windows 

XP embedded systems.  You might want 

to think twice before hacking your 

Windows XP registry.   

 

Other interesting things that have 

recently happened are:  TrueCrypt has 

ceased operations, eBay got hacked, 

there is now ransomeware targeting 

the Android platform, Linux Mint has a 

new version that can be upgraded vs. 

requiring a fresh install and Apple buys 

Beats for $2.6 Billion plus.  

 TrueCrypt is No Longer Secure 

I have been a big fan of TrueCrypt for 

many years and now the team that 

maintained TrueCrypt has called an 

end to the product.  The distribution 

website has been updated and is now 

directing users to migrate to BitLocker 

(Microsoft product).  The distribution 

site for TrueCrypt was 

truecrypt.sourceforge.net.  

Sourceforge.net is a web-based source 

code repository. If you go to 

truecrypt.sourceforge.net, you will see 

the following statement in red 

“WARNING: Using TrueCrypt is not 

secure as it may contain unfixed 

security issues“. 

 

The site also states, “This page exists 

only to help migrate existing data 

encrypted by TrueCrypt.” 

“The development of TrueCrypt was 

ended in May this year after Microsoft 

terminated support of Windows XP. 

Windows 8/7/Vista and later, offer 

integrated support for encrypted disks 

and virtual disk images.  Such 

integrated support is also available on 

other platforms, Linux and Mac. You 

should migrate any data encrypted by 

TrueCrypt to encrypted disks or virtual 

disk images supported on your 

platform.” 

 

The site goes on to give advice and 

instructions to turn on encryption via 

BitLocker.  A competing product of 

BitLocker is PGP, which is owned by 

Symantec.  If you are a Mac owner, you 

also can use FileVault, which can be 

accessed in System 

Preferences/Security & 

Privacy/FileVault.  BitLocker, PGP and 

FileVault are all FIPS 140-2 compliant.   
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 Registry Hack  

 Enables Continued   

 Updates for  

 Windows XP 
People are always trying to figure  

out how to do things that that they 

probably shouldn’t.  Recently, 

there has been an easy to 

implement hack published that 

allows Windows XP to accept 

security updates from Microsoft 

that are intended for the Windows 

XP embedded edition.  

 

Microsoft is still officially 

supporting the Windows XP’s 

embedded operating system.  This 

operating system runs on an 

embedded board.  Embedded 

systems are designed to run very 

specific tasks such as an ATM 

system in a bank, point of sale 

system, control system used in 

labs or manufacturing, etc.  While 

the Windows XP embedded 

edition is very similar to other 

flavors of XP, they are different 

and updates may seem to work.  

Because these updates are 

specifically designed for the 

embedded version, there is a risk 

that a future update could do 

more harm than help.     

 

The risk with this registry hack is, 

an update might actually cause 

your system to become unstable 

with the likelihood of data loss.   
If your organization depends on 

the data that is stored on your 

systems, using the registry hack is 

dangerous.  Just like every 

business decision, there are 
tradeoffs and the cost benefit 

must be weighed. If you decide not 

to upgrade your systems and stay 

with XP, you need to understand 

the risks.  Do not  hack, or let 
someone hack your registry 

without understanding the risks.     
 

 Linux Mint 17: Hands-on with UEFI Secure Boot 
 (UEFI is included in Windows 8 and Server 2012) 

Linux Mint 17 has been released and is 

looking good.  While Linux Mint has 

grown in popularity and I personally 

like it, the biggest complaint has been 

that each new release requires a 

reinstallation vs. an upgrade.  This has 

driven many users towards Ubuntu.  

With the release of Mint 17, you are 

now able to perform upgrades.   

 

UEFI (Unified Extensible Firmware 

Interface) was originally developed by 

Intel in the Mid 90’s and was originally 

called the “Intel Boot Initiative”.  A key 

benefit of UEFI is Secure Boot.  Secure 

Boot can prevent the loading of 

drivers or OS loaders that are not 

signed with an acceptable digital 

signature.  UEFI has been 

implemented in Windows 8 and 

Windows Server 2012 platforms.  

Preventing unsigned drivers from 

loading during the boot process is a 
major step towards preventing viruses 

and malware from infecting your 

systems.  

 

While UEFI appears to be a good 

thing, it will require better hardware 

device driver integration with 

software developers.   

 

UEFI basically replaces the traditional 

BIOS system.   Other advantages of 

UEFI are: 

 

• Ability to boot from large  

disks (over 2 TB) 

• CPU independent 

architecture 

• CPU independent drivers 

• Flexible pre-OS environment, 

including network capability 

• Modular design 

 

 

Ransomeware on 

the Android 
(continued from page 1) 

 

Everyone should be aware of any 

solicitation that encourages you to 

install any app.  If you have any 

reason to think that you should not 

trust an app, don’t install it.  And, if 

you can’t help yourself from 

installing it, take a deep breath and 

at least spend a few minutes 

researching the app via a Yahoo or 

Google search.   

 

 

Once infected, if you want to 

recover the data on your mobile 

device, it will cost you money and 

time. To help protect your data, you 

should be regularly backing-up 

your mobile device.  Then, if you do 

get this nasty piece of malware, you 

could simply restore your device to 

a point in time before your device 

got infected. 

 



 

Apple is Acquiring Beats for $2.6B and $400M 

in Stock 
 Last month, Apple confirmed it has 

acquired Beats streaming music 

service and electronics (headphones) 

market.  The price for the company 

was $2.6 billion in cash and $400 

million in stock.  The deal is expected 

to close sometime in September.   

 

Beats will remain a separate brand.  

Apple will be offering Beats streaming 

music and electronics, as well as their 

own branded headphones. 

 

Apple’s Tim Cook said in a prepared 

statement:  “Music is such an 

important part of all our lives and 

holds a special place within our hearts 

at Apple.”  Beats will remain its own 

brand, which represents a significant 

change for Apple, as they have always 

focused on the Apple brand.  Dr. Dre 

 and Jimmy Iovine (founders of Beats) 

will become employees of Apple.   

 

Apple’s second quarter revenue from 

iTunes (software and services) 

division was $4.57 billion.  Apple 

wants a streaming audio platform to 

compete with companies such as: 

Pandora, iHeartRadio, Spotify etc. The 

Beats subscriber base is only 500,000 

and does not rank on Statista’s top 8.  

According to Statista, Pandora is the 

market leader with 31%, iHeartRadio 

has 9% and Spotify (my personal 

favorite) had 6%.  Another Statista 

study shows that among teens, Beats 

headphones has 46.1% of the market, 

Apple has 25.35%, Skullcandy has 

3.3%. 

 

ebay Exposure Urges Password Change 
 

ebay suggested (urged) 145 million 
users to change their passwords last 
month.  Attackers gained access to 
ebay’s corporate network by stealing 
a few employee passwords which 
allowed them access to ebay’s 
corporate network.  ebay in their 
statement claims, “After conducting 
extensive tests on its networks, the 
company said it has no evidence of 
the compromise resulting in  
 

 

unauthorized activity for ebay users, 
and no evidence of any unauthorized 
access to financial or credit card 
information, which is stored 
separately in encrypted formats. 
However, changing passwords is a 
best practice and will help enhance 
security for ebay users.” 
The database was compromised 
between late February and early 
March.  ebay also stated, “There is no 
evidence of unauthorized access or 
compromises to personal or financial 
information for PayPal users. PayPal 
data is stored separately on a secure 
network, and all PayPal financial 
information is encrypted.” 

 
 

 

 

May 2014 Threat Stats 
 

SC Magazine reported the Top 5 

attacks used by US hackers and 

foreign hackers.  There were 

6,523,102 attacks originating in the 

US last month, primarily originating 

from Dulles, VA, New York, Los 

Angeles, San Francisco and Chicago.  

There were 116,690,801 foreign 

attacks last month, primarily 

originating from Amsterdam, 

Netherlands; Moscow and Omsk, 

Russia; and Kiev and Kharkiv, 

Ukraine. 

 

The Zeus Trojan, which I have 

written about many times, is still 

high on the list.  We have seen Zeus 

running live on networks and the 

results of a Zeus attack that stole 

financial information and being the 

root cause for the creation of a 

fraudulent payroll resulting in a theft 

of $280,000 in the region.   

 

 

 



 

 
Netflix and Verizon are at it Again (Net Neutrality) 
Netflix recently started displaying a 
pop-up message if it is unable to 
adequately stream video to a 
subscriber. The pop-up states, “The 
Verizon network is crowded right now.  
Adjusting video for smoother 
playback…”  
 
Verizon responded quickly with a 
cease-and-desist letter calling for 
Netflix to stop displaying the message 
calling it “deceptive”. 
 
Netflix is claiming that they are only 
doing this to let customers know that 
there is a problem.  Users on the AT&T 
network have also received the same 
type of message. 
 

In April, Netlfix agreed to pay Verizon 

to boost their service for users that 

are streaming video from Netflix.  ISPs 

are generally not happy with Netflix 

and other streaming services because 

of the large amount of data used by 

these vendors.  Can you say Net 

Neutrality? 

 

 

Net Neutrality 

 I wrote about this nine months ago 
and it is still going on.  If you haven’t 
been following the Net Neutrality 
story, you may want to.  ISPs want to 
charge a premium to companies that 
consume excessively high bandwidth.  
When the rules of the Internet were 
formed as we know them today, ISPs 
must treat all data equally.  With 
streaming companies gobbling up 
bandwidth, ISPs now want to charge 
these companies a premium, which 
seems reasonable, but there is a 
downside to the premium.  Companies 
like Google, Facebook, Twitter and 
thousands more might not be here if 
there was a premium on how 
bandwidth is consumed.  If a premium 

is charged, then startup companies 
won’t have the bandwidth necessary 
to compete.  Other factors that will 
directly impact many businesses is 
on-line backup.  On- line backup 
providers are seeing UDP (User 
Datagram Protocol) traffic being 
throttled, which means companies 
may not be able to backup their 
systems within their given time 
windows.    
 
The FCC is seeking comments from 
the public at fcc.gov/comments 
docket 14-28.  The first round of 
comments is open till July 15th.  
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For a fixed monthly fee, we are 

revolutionizing the IT industry 

with our Q-Works program.  

Quanexus’ complete “managed 

services” package means that 

you will see increased 

performance, security, and   

reliability immediately, at an 

affordable price. 

  

Your business success depends 

on your IT infrastructure. You 

need Quanexus to deliver         

proactive services that not only 

keep your network up and 

running, but running effectively 

and efficiently.  

If you have any suggestions or 

topics you would like to see 

covered, please contact us 

with an email at 

info@quanexus.com or give 

us a call at 937-885-7272. We 

would love to hear from you. 

Patch Tuesday 

 This month, Microsoft will be releasing 

7 fixes, 2 of which are critical.  The two 

critical patches fix the potential for 

remote code execution (RCE).  The 

affected products are Internet Explorer 

(IE) 8 and Office.  One of the 

“important” bulletins fixes an issue 

that allows tampering.  When 

 

Microsoft refers to tampering, it 

typically means that a message can 

be altered in transit.  The tampering 

bulletin was labeled as important and 

the likelihood of an exploit against 

this vulnerability has been classified 

as relatively low. 

 

 


