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Daylight Savings 

Time 
 

November 2nd is Daylight Savings 

Time.  Remember to set your 

clocks back one hour.  Also, this is 

a great time to replace batteries in 

your smoke detectors. 

 

 

 

The Quanexus Newsletter                      by Jack Gerbs 

 
 

 

In this edition of Q-News, I am going to 

review some of the recent security  

 

breaches that have occurred and the 

biggest factors that make 

organizations susceptible to a breach.  

Password reuse is quickly becoming a 

growing problem.  You shouldn’t be 

using the same password on multiple 

systems.  Other items covered in this 

month’s edition are: is there any safe 

way to share nude photos, is it time to 

upgrade your firewall, Staples another 

day-another breach and much more.    

 Snapchat Not So Secure 

With the recent nude celebrity photos 

that were stolen, a lot of Snapchat users 

have a false sense of security.   

 

As defined by Wikipedia, “Snapchat is a 

photo messaging application.  Using the 

application, users can take photos, 

record videos, add text and drawings, 

and send them to a controlled list of 

recipients. These sent photographs and 

videos are known as "Snaps".  Users set 

a time limit for how long recipients can 

view their Snaps (as of April 2014, the 

range is from 1 to 10 seconds), after 

which they will be hidden from the 

recipient's device and deleted from 

Snapchat's servers.  According to 

Snapchat in May 2014, the app's users 

were sending 700 million photos and 

videos per day, while Snapchat content 

was being viewed 500 million times per 

day.” 

 

Earlier this month, about 90,000 photos 

and 9,000 videos were stolen from 

Snapchat Servers.  Snapchat has 

confirmed that their servers were never 

compromised.  The images and videos 

were stolen due to issues with third 

party apps.  Snapchat’s policies 

prohibit the use of third-party apps.  

Snapchat basically is putting the 

responsibility on the end users to 

follow the companie’s policies if they 

want to keep their images secure.  

Another good rule is, “Don’t post 

anything on the Internet that you 

wouldn’t want your grandmother to 

see”.  
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Password Reuse 

 
Password reuse is a major cause of 

many personal breaches.  Simply put, 

it is using the same password for 

many, different accounts.  It is a pain 

to remember many different 

passwords, but if you use the same 

password for your banking as you use 

for Amazon, Facebook, LinkedIn, 

Snapchat, or credit cards, and any one 

of these systems gets breached, it is 

likely that all of your accounts can be 

breached.  The bad guys count on you 

being lazy and only using one 

password.   

 

While it is difficult to keep track of all 

the passwords you may need for 

different sites, it is becoming more 

and more important to do so.  There 

are a variety of great password 

managers out there to help you do 

this.  One thing to consider when 

choosing a password manager is the 

platform you use.  If you are on a Mac 

and have an iPhone, you should find a 

program that is compatible on both 

platforms.  Another practice is to keep 

your password database on a cloud 

solution, so it will be available to you 

wherever you may be.        

 
 

The Common Causes of a Breach 

Typically a breach can be tracked 

down to one of three root causes; a 

lack of adequate security training for 

employees, poorly written or 

unpatched software or lack of third 

party access controls.  The majority of 

breaches are due to poor employee 

security training.   A single user can 

circumvent the best security solutions 

that an organization can afford.   

 

1.  Employee Security Awareness    

     Training 

 

Employees using weak passwords, 

password reuse, opening unsafe 

emails, surfing to inappropriate sites 

and sharing too much information 

publicly can all lead to a problem for 

an organization.  Most people think 

that social engineering occurs via 

emails using phishing campaigns.  

There are many aspects to social 

engineering and I am going to focus 

on only two of them; harvesting 

personal information that is publically 

available and one on one personal 

encounters.     

 

If a bad guy wants to target your 

organization, they can use LinkedIn 

and other social media sites to 

determine the typical employee skill 

sets.  With this information, they can 

determine the types of systems used 

by the organization.  They can also 

use it to target employees directly 

that can provide more detailed 

information on the organization.  

They accomplish this by searching 

social media profiles to determine 

what interests and other 

organizations a targeted employee 

may be involved in and then they 

devise a plan for the chance meeting.  

Next, they build a relationship and 

over casual conversation, are able to 

harvest useful information that can be 

used to exploit vulnerabilities in the 

organization’s systems.  The bad guys 

are great con artists so be aware of 

those casual encounters.  

 

2.  Poorly Written and Unpatched  

     Software 

 

This has been a topic in previous 

newsletters, but some of the latest 

breaches and issues bring this to the 

forefront again.  The latest big exploit 

targets Apple, Linux and Unix 

operating systems.  Shellshock is the 

latest vulnerability in Bash (born 

again shell).   The flaw allows an 

attacker to remotely attach a 

malicious executable to a variable 

that is executed when Bash is 

invoked.    

 

Organizations sometimes find they 

are stuck using older, unsupported 

applications because of some 

business dependency even through 

the original vendor may no longer 

exist.  This is a risk that needs to be 

carefully evaluated.  Organizations 

need to understand the risks involved 

with their decisions and take 

appropriate measures to protect older 

or unpatched systems.  A potential 

mitigating strategy could be to place a 

firewall between the network and the 

older system and only let permitted 

traffic through the firewall to access 

the vulnerable system.   
                                       
                                                Continued on page 3 

 



 

 

The Common Causes of a Breach 
 

 
 

Depending on the industry your 

organization operates in, vendor 

management may be mandated by 

regulatory or statutory requirements.  

Even if your industry does not 

mandate any requirements, it is still 

important that you review your 

vendor’s internal controls. 

 

If you use any cloud solution provider 

for services such as hosted email, 

spam filtering, remote backup 

solutions and collaboration tools, you 

should review these partner’s security 

controls and their financial stability. 

 

 

 

New Flash Hack 
 

On October 14th, a new update for 

Flash was released.  There are two 

ways vulnerabilities in software are 

detected; zero day exploits (the bad 

guys found the exploit first) and 

through software testing (good guys 

found the vulnerability).  In this case 

the good guys found the issue.   

 

When security patches and updates 

are released, the bad guys reverse 

engineer them to build their tool kit 

to exploit the vulnerability because 

they know that not everyone is going 

to update their systems right away.  

Typically, it takes six weeks or more 

before an exploit tool kit is released 

and sold in the underground market, 

giving the good guys plenty of time 

to test and update their systems.   

 

The update for CVE-2014-0569 was 

released on October 14th and as of 

October 21st , an exploit kit named 

Fiesta has been released.   Clients 

that are on our Q-Works MSP 

program have already had this 

update applied to their systems.   

 

 

Firewall Upgrade Special 
 
If you are not using a Fortigate 

firewall, it may be time for you to 

upgrade.  Old technology firewalls do 

not provide adequate protection.  

New firewall technology includes 

Unified Threat Management (UTM) 

features.  UTM features provide 

layered protection for your network 

environment.  UTM features include 

gateway antivirus scanning, intrusion 

detection and prevention, application 

control, web filtering, and control of 

your wireless network.  

 

Workstations and servers should all 

have a current antivirus program 

installed with current signatures.  The 

AV component in the firewall protects 

the network from malware getting to 

the systems.  It is not a replacement 

for host based AV programs, it is 

another layer of protection.   

 

Application controls let you block 

harmful applications such as botnets 

from entering your network.  It can 

also be used to block applications 

such as games, streaming 

audio/video, instant messaging etc. 

Continued from page 2 

 

3.  Third-Party Vendors 

 

Third party vendor breaches are due 

to poor controls.  Dairy Queen, Lowes, 

Jimmy John’s, Goodwill Industries 

International and Target are all 

examples of third party vendor vector 

breaches.   In the Target example, 

hackers were able to get access to 

Target’s IT systems by first getting 

access to Target’s mechanical 

systems (heating, ventilation and 

cooling systems, HVAC) which were 

managed by a third party vendor.   

Web filtering provides the ability to 

control where your users can go on 

the Internet.  This feature is more 

important than most business owners 

realize.  If you have an open wireless 

access with no filtering, you are 

opening your organization up to 

several serious liabilities, the biggest 

one being a visit from the FBI.  If a 

neighbor or someone in a car outside 

your organization connects to your 

wireless network and goes to web 

sites that provide illegal content, (use 

your imagination) you may end up 

with an uninvited visit from a federal 

agency. 

 

Many organizations provide wireless 

access for their users and guests.  The 

right way to do this is to have two 

SSIDs; one for accessing the business 

network and the other for guest use.  

The guest SSID should be configured 

to allow guests to have access to the 

Internet and no visibility to the 

internal business network, keeping it 

secure.  Because wireless computers 

are not always treated with the same 

diligence as desktop computers, we 

recommend turning on the UTM 

features to monitor traffic flowing 

between the business wireless 

segment and the business network to 

make sure they are not introducing a 

recommend turning on the UTM 

features to monitor traffic flowing 

between the business wireless 

segment and the business network 

to make sure they are not 

introducing a threat. 

 

If you are not using a Fortigate 
UTM firewall, now is a great 
time to consider upgrading 
your unit.  Fortinet is offering a 
25% trade in deal through the 
end of the year.  Contact us to 
see if you qualify.   



 

 

 

 Staples: Another Day,  Another Breach 
Staples is investigating a potential 
data breach after a report warned that 
elevated levels of payment card fraud 
had recently been tied to credit card 
numbers used by consumers who 
shopped at their stores.                                                             

It appears that criminals used point-
of-sale malware to harvest the credit 
card numbers, and then created fake 
cards or used the stolen cards to 
create fraudulent transactions on-
line.   
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For a fixed monthly fee, we are 

revolutionizing the IT industry 

with our Q-Works program.  

Quanexus’ complete “managed 

services” package means that 

you will see increased 

performance, security, and   

reliability immediately, at an 

affordable price. 

  

Your business success depends 

on your IT infrastructure. You 

need Quanexus to deliver         

proactive services that not only 

keep your network up and 

running, but running effectively 

and efficiently.  

If you have any suggestions or 

topics you would like to see 

covered, please contact us 

with an email at 

info@quanexus.com or give 

us a call at 937-885-7272. We 

would love to hear from you. 

 Assume You’ve Been Breached (A New                        

 Perspective) 

I am often asked the question; “What 

is more important, intrusion detection 

or intrusion prevention?”  The answer 

is they are equally important.  You 

must do your best at keeping the 

criminals out, but it is critical to know 

if they have gotten through your best 

defenses.   

 

CIOs today must all assume they have 

been breached.  They need to 

implement systems and controls that 

are monitoring the traffic flows in and 

out of their network and must be able 

to detect and respond to 

inappropriate activity. 

 

While this is simple to state, the 

complexity of systems today make 

them easier to breach.  The large 

amounts of data entering and leaving 

a network makes the data difficult to 

analyze.  Only 6% of breaches are 

detected by the company that has 

been breached, the other 94% is 

detected by an outside organization. 

 

There has also been a rise of very 

sophisticated hacking groups.  Some 

of which are run by countries or are 

semi state backed.  These types of 

hacks have ways to get into systems 

and hanging in there for long periods 

of time before being detected, 

stealing information.  In May, the US 

indicted five of China’s People 

Liberation Army (PLA) members for a 

long running conspiracy that targeted 

an array of US companies.    

 

An example of a US industry that is 

suffering from industrial espionage is 

US solar panel manufactures.  

Technology stolen from the US solar 

panel manufacturers is being used by 

Chinese companies to create cheaper 

solar panels to flood the US market 

(International Business Times, 

October 21st, 2014, China Refutes 

Fresh US Accusations of Hacking Into 

Private Companies). 

Mobile Device Security 

The NSA has approved some Samsung 

devices to hold secure data.  The 

Samsung Knox 2.0 platform provides a 

complete end-to-end mobile security.  

Samsung’s Knox is a cloud-based Mobile 

Device Management (MDM) and Identity 

and Access Management tool.  
Samsung’s mobile security is planned 

to be integrated into Google’s Android 

operating systems.  The devices that 

have been approved are: Galaxy S4, 

Galaxy S5, Galaxy Note 3, Galaxy Note 

4, Galaxy Note 10.1 (2014 Edition), 

Galaxy Note Edge, Galaxy Alpha, 

Galaxy Tab S 8.4, Galaxy Tab S 10.5 

and the Galaxy IPSEC Virtual Private 

Network Client. 


