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I  am  a  little  behind  in  getting  this  newsletter  out,  

but  excited  to  say  that  we  have  been  busy  adding  

some  new  tools  and  capabilities  to  better  serve  

our  clients.  

 

One  of  the  tools  provides  us  a  more  advanced  way  

to  manage  our  client  network  configuration  data  

and  the  other  tool  provides  tremendous  insight  

into  the  traffic  on  the  network.  

 

Unfortunately,  we  are  seeing  a  significant  rise  in  

cybercrime.  I’ve  spent  some  time  putting  together  

a  white  paper  that  addresses  the  issues.  It  

explains  how  the  criminals  are  being  successful  

and  what  the  best  practices  are  to  keep  your  

systems  safe.  It  is  a  free  download  and  discussed  

in  the  Cyber  threats  article  below.  

 

If  you  are  still  running  Windows  7  or  Windows  

Server  2008,  you  need  to  start  planning  on  having  

them  replaced  before  January  14th,  2020.  Please  

don’t  wait  for  the  last  minute  to  deal  with  this  

issue.  

 

We  are  looking  at  adding  a  few  more  tools  to  our  

arsenal  later  this  year  and  will  provide  more  

details  as  we  get  closer  to  their  release.    
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There  are  many  components  in  Office  365  (O365) 

which  I  have  written  about  extensively.  Microsoft  

has  done  a  great  job  of  confusing  everyone  since  

they  came  out  with  the  Office  365  platform.  The  

platform  includes  servers  such  as  Exchange  & 

SharePoint  and  desktop  products  and  applications  

like  Word,  Excel,  PowerPoint,  etc.  

 

A  very  popular  Office  365  component  is  Hosted  

Exchange,  which  is  the  email  server.  If  you  are  

running  Exchange  Server  2010  on  your  server,  you  

should  consider  migrating  to  Hosted  Exchange  on  

the  Office  365  platform.  Email  has  become  a  very  

critical  resource  for  most  businesses,  and  moving  

your  email  to  the  Office  365  platform  increases  the  

reliability  of  your  email  solution.  

 

We  want  to  help  take  the  confusion  out  of  Office  

365  for  our  clients.  If  you  have  questions  about  it  

please  let  us  know.   
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End of Support for Some Key 
Microsoft Products
Microsoft  has  a  few  products  that  will  soon  be  out  of  

extended  support.  They  are  Windows  2008R2  Server,  

SQL  2008,  Exchange  2010  and  the  Windows  7  

Workstation  operating  system.  Extended  support  for  

2008R2  Server,  Exchange  2010  and  Windows  7  will  

end  on  January  14,  2020.  Extended  support  for  SQL  

2008  will  end  on  July  9,  2019,  less  than  a  year  away.  

If  you  are  running  either  of  those  operating  systems  or  

components,  you  should  start  planning  now  to  replace  

them.  It  is  imperative  that  you  do  not  to  wait  until  the  

last  minute  to  do  this.  There  will  be  a  surge  in  activity  

before  the  end  of  support  date  and  it  will  be  difficult  to  

meet  the  increase  in  demand.  

 

Microsoft  Small  Business  Server  2011  includes  several  

key  Microsoft  components.  They  are  Server  2008R2,  

SQL  2008R2  and  Exchange  2010.  End  of  extended  

support  for  Small  Business  Server  is  based  on  the  

individual  components.  

 

Before  upgrading,  there  are  a  few  things  that  must  be  

considered.  Is  your  hardware  able  to  run  the  newer  

operating  systems  and  is  your  software  supported  

under  the  new  operating  systems?  New  operating  

systems  require  more  robust  hardware  to  run  properly.  

 

It  may  not  always  be  possible  to  upgrade  to  the  latest  

version  of  an  operating  system  because  some  software  

companies  operate  in  a  vacuum  and  ignore  the  

changing  landscape  of  the  operating  systems  world.  

The  current  server  operating  system  is  2016,  with  

2019  on  the  horizon.  There  is  still  Server  2012R2  

out  there  which  will  be  supported  until  October  

10,  2023.  It  is  possible  that  your  software  vendor  

might  not  support  you  if  you  install  2016  and  they  

may  force  you  to  use  2012R2.  

 

Microsoft  has  a  tiered  support  system- mainstream  

support  and  extended  support.  When  you  

purchase  a  new  Microsoft  product,  it  comes  with  

mainstream  support,  which  includes  new  product  

features,  enhancements  and  security  patches.  

When  a  product  reaches  the  end  of  mainstream  

support  and  enters  extended  support,  it  is  safe  to  

continue  to  use  the  product.  In  extended  support,  

Microsoft  releases  only  security  updates,  no  new  

product  features  or  enhancements.  

 

The  big  issue  is  when  a  product  reaches  the  end  of  

extended  support.  At  this  time,  the  product  quickly  

becomes  unsafe  to  use.  If  you  are  in  a  regulated  

industry,  you  are  not  permitted  to  use  devices  that  

are  out  of  extended  support  without  some  very  

serious  mitigating  controls  to  protect  the  device.  

 

The  issue  is  magnified  by  the  criminal  knowing  

when  these  systems  go  out  of  mainstream  support.  

This  is  when  they  get  to  work  looking  for  

vulnerabilities  that  have  not  been  found  yet,  

because  they  know  if  they  find  a  vulnerability,  it  

won’t  be  fixed.   

Cyber Attack Update
One  of  my  favorite  sites  to  follow  is  

Hackmageddon.com.  They  keep  trends  on  the  cyber  

threat  landscape.  If  you  have  been  to  one  of  our  

security  seminars,  you  have  seen  some  screen  

clippings  from  their  site.  Here  is  a  brief  update  on  

the  cyber  threats  from  June.  

 

Motivation  behind  attacks:  

•  84.4% Cyber  Crime  

•  12.5% Cyber  Espionage  

•  2% Cyber  Warfare  

•  1% Hacktivism  

 

Attack  Vectors,  The  Top  3  (These  are  tools  being  

used  for  the  attack) 

 

•  21.7% Malware  (down  from  31.9  percent  in  May) 

•  16.7% Account  Hijacking  (down  from  21.6% in  May) 

 

•  13.5% Targeted  Attacks  (Attacks  against  large  

organizations  or  agencies) 

 

Target  Distribution,  Top  4  

 

Weighing  in  at  number  one  is  the  individual.  The  

individual  is  targeted  because  they  have  become  

the  lowest  hanging  fruit  by  not  believing  that  it  

will  happen  to  them.  Individuals  are  also  the  

number  one  cause  of  corporate  account  takeover  

and  business  email  compromise.  

 

•  Individuals  20.8% 

•  Multiple  Industries  15.6% (small  and  medium  

sized  businesses) 

•  Public  Admin  14.6% 

•  Human  Health  etc.  11.5% (Hospitals,  Medical  

practices,  other  health  care) 



Cyber Threats Continue 
to Rise
Criminals  are  getting  more  and  more  

sophisticated  with  their  attack  methods.  The  

number  one  way  criminals  are  being  successful  is  

still  through  social  engineering.  Social  

engineering  is  getting  someone  to  do  something  

they  would  not  normally  do.  Two  new  terms  in  the  

cybersecurity  world  are  corporate  account  

takeover  and  business  email  compromise.  

 

Many  business  owners  believe  that  their  staff  

understands  how  to  recognize  spear  phishing  

attacks.  In  reality,  we  are  seeing  successful  spear  

phishing  attacks  against  key  employees.  In  the  

last  six  months,  Quanexus  has  seen  successful  

attacks  against  small  financial  institutions,  food  

processing,  distribution  service  companies,  

tradeshow  associations  and  more.  It  is  imperative  

that  security  be  taken  seriously  by  everyone.  

While  there  is  no  foolproof  way  to  prevent  a  

successful  attack,  there  are  several  key  things  

that  must  be  done  to  minimize  the  risk  of  a  

successful  attack.  

•  Policies/procedures  

•  Firewall  

•  Security  awareness  

   training  for  employees,  

   and  management  

•  A  managed  antivirus  solution  

•  A  patch  management  solution  

•  A  backup  solution  

 

Quanexus  just  published  a  white  paper  with  

specific  details  on  how  the  criminals  have  been  

successful  and  what  you  must  do  to  minimize  

the  chance  of  your  organization  becoming  a  

victim.  If  you  would  like  to  download  your  own  

copy,  go  to  Quanexus.com  and  click  on  the  

White  Paper  button  on  the  main  page.   

Today’s  best  practice  

calls  for  a  layered  

approach.  At  Quanexus,  

we  call  this  our  Q-Stack.  

The  basics  of  a  security  

stack  include:

Cloud Vendor Update

While  Quanexus  is  primarily  a  Microsoft  Partner,  

we  feel  it  is  important  to  keep  an  eye  on  the  

industry  as  a  whole  and  watch  for  significant  

changes  that  may  affect  our  clients  and  our  

business  model.  The  cloud  trends  stated  below  

come  from  an  on-line  interview  between  Larry  

Dignan,  Editor  in  Chief  ZD.Net  and  Dan  

Patterson,  Senior  Writer  for  TechRepublic.  

 

Google  has  typically  not  released  detail  on  their  

cloud  business  until  recently.  Google  Cloud  

revenue  for  its  4th  quarter,  was  around  1  billion  

dollars,  or  4  billion  dollars  annually.  Google’s  

total  revenue  for  2017,  was  just  under  110  

billion  dollars.   

 

Microsoft  commercial  cloud  revenue,  including  

its  Azure  and  Office  365  platforms,  was  reported  

at  21.2  billion  dollars.   

For  2017,  Microsoft’s  annual  revenue  was  

reported  at  90  billion  dollars.  Microsoft  closed  

their  fiscal  year  in  June  2018,  with  a  gross  

revenue  of  110  billion  dollars.  Microsoft  is  the  

number  one  player  in  cloud  services  today.  

 

Amazon  offers  several  on-line  business  platforms  

which  are  grouped  as  Amazon  Web  Services  

(AWS) .  Amazon  comes  in  at  number  two,  with  

20.4  billion  dollars  in  cloud  revenue.  

 

The  next  two  players  are  IBM’s  web  platform  and  

Oracle.  IBM  cloud  revenue  was  10  billion  dollars,  

and  Oracle  came  in  at  6  billion  dollars.  

 

There  is  a  fairly  new  player  gaining  lots  of  

traction  and  growing  fast- China’s  Alibaba.  

Alibaba  cloud  business  was  2.2  billion  dollars.  

Alibaba  is  the  Chinese  equivalent  of  Amazon’s  

AWS  platform.  



What's New at Quanexus

Another Successful 
Event
by Kimberly Sievers

I  am  excited  to  announce  that  we  have  implemented  a  

few  new  platforms  to  better  serve  our  clients.  We  

have  recently  implemented  a  new  document  

management  tool  and  a  new  network  monitoring  tool.  

Our  next  goals  are  to  beef  up  our  security  practice  

around  the  Microsoft  Office  365  platform  and  

increase  our  ability  for  firewall  monitoring  and  

management.  

 

A  major  challenge  for  companies  operating  in  our  

industry  is  managing  client  configurations.  Often  

when  we  bring  on  a  new  client,  one  of  the  primary  

complaints  we  hear  is:  “if  a  different  tech  works  on  

their  system,  they  don’t  know  what  the  previous  tech  

has  done,  and  they  keep  reinventing  the  wheel  or  

never  solve  the  root  problem.” Our  previous  solution  

was  decent  but  lacking  in  some  areas.  We  have  just  

invested  over  six  months’  worth  of  time  implementing  

and  importing  our  current  documents  into  the  new  

system.  Some  of  the  key  benefits  of  the  new  system  

are:  staff  can  now  quickly  access  client  information  to  

resolve  issues,  all  key  documents  are  in  a  single  

location,  and  the  system  is  fast.  The  product  also  

includes  an  auditing  feature  that  tracks  when  data  is  

accessed  and  modified.    

 

The  other  significant  tool  we  have  implemented  fills  a  

big  gap  in  monitoring  network  traffic.  It  monitors  

switch  to  switch,  switch  to  and  from  workstations,  

virtual  local  area  network  (VLAN) ,  and  wide  area  

network  (WAN) traffic.  Other  components  monitored  

are  key  performance  statistics  on  network  devices,  

servers  and  workstations.  We  are  currently  working  

on  a  pricing  model  for  this  new  tool.  These  tools  will  

help  us  and  our  clients  determine  where  and  when  

network  connectivity  issues  occur  and  provide  

insight  into  the  root  cause  of  the  issues,  so  it  can  be  

quickly  remedied.   We  are  excited  to  implement  this  

new  capability.  

 

Firewall  monitoring  has  been  become  a  challenge.  It  

is  difficult  to  determine  what  are  the  most  significant  

items  to  watch.  We  have  been  working  on  this  for  

some  time  now  and  are  close  to  being  able  to  

increase  our  ability  in  determining  significant  firewall  

events.   

The  industry  has  classified  this  as  an  indication  of  

compromise  (IOC) .  It  used  to  be  significant  and  

fun  to  watch  how  firewalls  were  effective  at  

blocking  traffic  from  getting  into  the  network,  but  

today  there  are  so  many  criminals  knocking  on  the  

front  door  of  every  network,  that  we  don’t  care  

what  is  being  blocked  as  much  as  what  is  on  the  

inside  that  is  trying  to  get  out.  With  IOC,  we  are  

better  able  to  see  potentially  compromised  traffic  

leaving  the  network.

In  June,  we  hosted  our  Network  Security  

Seminar.  Our  own  Jack  Gerbs,  presented  to  a  

group  on  the  importance  of  building  a  secure  

network  to  minimize  the  chance  of  an  attack  or  

breach.  He  also  covered  what  a  security  stack  

is  an  abridged  version  of  his  

Security  Awareness  Training  and  a  sample  of  

what  an  IT  security  policy  looks  like  and  

consists  of.  He  also  touched  on  the  change  of  

the  threat  landscape  over  the  last  year  and  how  

there  has  been  a  massive  shift  in  the  number  of  

threats  targeting  the  individual.  Many  of  these  

attacks  aim  to  infect  an  individual’s  device  with  

malware.  

 

Those  in  attendance  left  with  a  boosted  

network  security  IQ  and  a  better  understanding  

of  the  steps  they  can  take  to  better  secure  their  

networks,  both  business  and  personal.  

 

Our  Network  Security  Seminar  was  the  second  

event  Quanexus  has  hosted  this  year,  with  the  

first  being  a  focus  on  cyber  threats  and  the  

need  for  compliance  in  the  non-profit  field.  We  

plan  to  have  two  additional  events  by  the  end  

of  the  year.  If  you  would  like  to  stay  up  to  date  

on  our  event  announcements,  be  sure  to  follow  

us  on  social  media  and  subscribe  to  our  email  

list.   


