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At Quanexus, we are serious about 

security and providing the best services 

possible to our clients. In 2010, Quanexus 

began subjecting the company to an outside, third 

party, independent audit to review our processes 

and IT controls. Some of our clients operate in 

regulated industries ranging from government 

contractors, banks/credit unions, the medical 

industry, or simply process credit cards (PCI). 

Organizations in these types of industries are 

required to do due diligence on all their vendors - 

they need to verify the vendors they work with are 

trustworthy. Quanexus participates in this third party 

external audit to make it easier for our clients who 

need to work with trustworthy partners. 

 

I did not intend on making this newsletter primarily 

about security but with all the issues continuing to 

plague our industry, that is where the focus has 

been. To some of you, the content may be familiar 

and this is just a refresher on what is going on. For 

others, the articles may cover new information. The 

bottom line is you must always pause and think 

before you react to anything security related! It is 

also extremely important all your users understand 

the threats and tactics being used to steal your 

information and/or money. 
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Microsoft  has  recently  reported  that  tech  support  

scams  are  on  the  rise.  The  scams  include  emails,  

calls  and  on-screen  pop-ups  claiming  your  

computer  is  infected  with  malware.  The  scammers  

pretend  to  be  Microsoft  or  Apple  tech  support  and  

offer  to  assist  with  removing  the  malware  from  your  

computer.  Sometimes  they  will  ask  for  a  fee,  but  

not  always.  

 

The  goal  of  the  scammer  is  to  gain  access  to  your  

system,  so  they  can  remove  the  malware.  Once  

they  are  in,  they  clean  up  the  pop-up  issue,  but  

also  install  a  back-door  on  your  computer  letting  

them  in  anytime  they  want.   

 

This  makes  it  very  easy  for  them  to  steal  everything  

on  your  computer  and  search  for  other  computers  

on  your  network.  

 

Another  serious  issue  with  allowing  a  criminal  

remote  access  is  what  type  of  illegal,  nefarious  

activities  they  might  perform  while  on  your  system.  

Will  they  do  something  bad  enough  to  have  the  

FBI,  CIA,  or  local  police  department  knocking  on  

your  door?  

 

As  mentioned  in  other  articles,  do  not  allow  

anyone  to  remotely  access  your  system  unless  you  

are  absolutely  sure  who  they  are!    Q-Works  is  the  MSP  program  that  
is  simplifying  the  IT  industry.  
 

Our  managed  services  

program  means  increased  

performance,  security  and  

reliability  at  an  affordable  price.  
 

Call  us  at  937.885.7272



What is CompTIA’s Security 
Trustmark and Why it is 
Important?

The  news  lately  has  been  reporting  

that  IT  service  companies  are  becom- 

ing  the  target  of  hackers.  If  hackers  can  

get  into  a  service  company,  they  are  then  

very  close  to  getting  into  the  service  provider’s  

client  networks.  

 

The  world  is  full  of  standards  and  industry  and  

compliance  requirements.  Most  of  our  clients  operate,  

at  minimum,  under  some  form  of  industry  obligations.  

Just  by  accepting  credit  cards,  you  are  agreeing  to  

meet  some  level  of  the  PCI  Standard’s  requirements.  

 

In  2010,  Quanexus  realized  the  importance  of  having  

our  processes  and  security  controls  validated  by  a  

third  party,  independent  auditor.  One  of  the  major  

standards  used  to  a  measure  a  company’s  security  

controls  and  processes  was  the  SAS-70  (Statement  of  

Audition  Standards  – 70) ,  which  we  completed  in  

November  2010.   

 

CompTIA,  the  world’s  largest  trade  association  for  the  

IT  industry,  saw  the  need  for  a  standard  to  be  created  

to  measure  an  IT  company’s  level  of  security  and  

created  the  Security  Trustmark+ .  

 

The  Security  Trustmark+ is  based  on  the  National  

Institute  on  Science  and  Technology  (NIST) 

Cybersecurity  Framework  (a  nationally  known  and  

accepted  standard,  which  is  approved  to  meet  the  

requirements  for  the  Ohio  Data  Protection  Act,  SB- 

220) .  

 

Quanexus  has  held  CompTIA’s  highest  level  of  

Trustmark  since  2012  and  to  date,  we  are  the  only  IT  

services  company  in  Southwestern  Ohio  to  hold  this  

high  level  of  certification.  We  feel  it  is  extremely  

important  to  continue  to  put  Quanexus  through  the  

Trustmark  audit  on  an  annual  basis.   First,  it  proves  

Quanexus  is  a  trustworthy  IT  vendor,  plus  it  makes  it  

easy  for  our  clients  who  need  to  work  with  vendors  

with  proven  security  practices.  The  Security  

Trustmark+ also  proves  we  do  what  we  say  we  do  and  

back  it  up  with  this  audit.  While  competitors  may  

claim  they  have  processes  and  controls  in  place,  

without  an  audit,  how  can  they  prove  it?  Quanexus  is  

committed  to  helping  our  clients  protect  their  data  

and  keeping  their  network  secure.  It  is  important  now  

more  than  ever  to  make  sure  you  are  dealing  with  a  

trustworthy  service  provider.   

New Successful Scam 
Making the News

Criminals  have  found  something  new  that  seems  

to  be  working  for  them.  Beware  of  getting  a  very  

convincing  phone  call  from  your  credit  card  

company.  

 

When  they  call,  it  will  seem  legitimate  because  

they  will  have  your  name  and  credit  card  number  

and  claim  they  are  from  the  fraud  department.  

They  will  ask  if  you  are  still  in  possession  of  your  

card  and  read  off  your  account  number.  They  will  

then  ask  for  your  PIN  number  to  complete  the  

verification  process.  

 

If  you  hesitate  or  ask  to  call  them  back,  they  will  

oblige  and  give  you  the  correct  number  from  the  

back  of  your  card.  At  this  point,  you  start  to  feel  

more  comfortable,  because  the  criminal  knows  

the  phone  number,  account  number  and  your  

name.   

 

With  this  new  assurance,  you  give  the  criminal  

what  they  want,  your  PIN  number,  and  then  it  is  

game  over.  

 

Then  they  provide  some  fictitious  story  and  say  

everything  looks  fine  and  proceed  on  their  

shopping  spree  using  your  credentials.  

Follow these rules to keep yourself safe when dealing 
with credit card companies, stores (online and brick 
and mortar) or utility companies: 

Never give any information to someone who calls 

you.

Don’t use the call back number left on your 

voicemail.  

Always call the phone number on the back of the 

credit card or directly from the company’s website. 



California Passes a New 
Password Law
In  September,  California’s  governor,  Jerry  Brown,  

signed  the  “Security  of  Connected  Devices” bill  SB- 

237  into  law.  This  law  requires  all  manufacturers  

selling  network  connected  devices  in  California  have  

their  own  unique  strong  password.  The  law  goes  into  

effect  January  1st,  2020.  This  means  you  will  no  

longer  be  seeing  default  login  IDs  such  as  admin,  or  

passwords  like  “1234” ,  “password” ,  “admin"; however,  

users  will  still  be  able  to  change  the  default  to  a  

simple  password.  

 

Industry  experts  are  predicting  there  will  be  28  to  30  

billion  Internet  of  Things  (IoT) devices  connected  to  

networks  by  2020.  This  estimate  does  not  include  

smart  phones  or  tablets.  A  few  examples  of  an  IoT  

device  are:  security  cameras,  alarm  systems,  

thermostats,  refrigerators  and  coffee  makers.  

 

An  example  of  what  can  happen  occurred  October  

12th,  2016,  when  the  Mirai  botnet  left  much  of  the  

Internet  inaccessible  on  the  east  coast.  Mirai  was  

successful  at  getting  into  millions  of  camera  systems,  

which  were  then  used  to  launch  a  distributed  denial  of  

services  (DDoS) against  DynDNS,  a  hosting  site.  

DynDNS  provides  services  for  Netflix,  Twitter,  Reddit  

and  other  major  companies.  

These  simple  default  passwords,  which  are  often  

never  changed  by  the  owners,  are  making  it  easier  

for  criminals  to  get  into  home  and  business  

networks.  Once  a  criminal  has  successfully  hacked  

into  one  of  these  devices,  they  are  now  on  your  

network.  Remember  these  IoT  devices  are  nothing  

more  than  a  computer.  From  the  hacked  IoT  device  

they  can  now  scan  your  network  and  attempt  to  

hack  into  your  computer  or  any  other  device  on  the  

network.  

 

There  are  several  things  you  can  do  to  protect  your  

network  from  the  threat  of  IoT  devices.  First  and  

foremost,  change  the  default  passwords  to  a  strong  

password.  If  you  have  a  good  firewall,  segment  the  

IoT  device  from  your  computer  network.  Many  

firewalls  allow  you  to  create  multiple  network  

segments  (wireless  SSIDs) .  Business  class  firewalls  

allow  you  to  create  multiple,  wired  network  

segments.  You  can  then  create  rules  to  allow  

access  to  these  devices,  and  if  it  gets  

compromised,  it  won’t  be  able  to  get  to  other  

computers  on  your  network.  

 

The  new  California  law  is  a  good  start,  but  some  of  

the  language  is  a  bit  weak.  It  will  be  interesting  to  

see  how  the  state  is  going  to  enforce  it.  

Another Facebook Breach
Initially last month when Facebook reported it was 

breached, it was estimated 50 million users were affected. 

On October 13th, that estimate was lowered to 30 million. 

The root cause of the issue was their “View As” feature, 

which when compromised, allowed the criminals to create 

posts from someone else’s account. From there they were 

able to write code to steal personal information from the 

victims. 

The type of information stolen included: username, gender,

locale/language, relationship status, religion, hometown, self-

reported current city, birth date, device types used to access

Facebook, education, work, the last ten places they checked

into or were tagged in, website, people or pages they follow,

and their fifteen most recent searches. 

While usernames and passwords were not stolen, the

information gained from this breach can be used for targeted

phishing attacks against the victims.  

Facebook will be notifying those who had their data stolen. 

You may also get a message when you log into your account 

or you can go to 

https://www.facebook.com/help/securitynotice?ref=sec to 

learn more and determine if you were one of the 30 million. 

Regardless, everyone must keep their guard up when 

considering opening or responding to emails and accepting 

friend requests from sites such as LinkedIn and Facebook, 

even if you know the sender.

The  number  one  cause  of  most  cyber-incidents  can  

be  traced  back  to  social  engineering.  The  simplest  

definition  of  Social  Engineering  is  getting  someone  

to  do  something  they  would  not  normally  do.  If  

someone  asked  you  for  your  online  banking  user  ID  

and  password,  or  your  Amazon  account  information,  

you  would  say  “NO” .  What  the  criminals  are  doing  

with  social  engineering  is  tricking  the  victim  into  

providing  information  they  would  not  normally  give  

out.  Several  of  the  articles  in  this  newsletter  are  

great  examples  of  this  concept.  There  are  also  

several  scenarios  in  our  white  paper,  which  can  be  

found  on  our  website.   

Social Engineering



Microsoft/HP/Intel Fixes  
and Updates

Fake Adobe Flash  
Update

Microsoft Windows 10 Update 1809 had a serious 

problem this month. The bug in this update had the 

ability to delete user files. The core issue is based on 

Known Folder Redirection (KFR). According to John 

Cable, Director of Program Management, Windows 

Servicing and Delivery, 

 

“Prior to re-releasing the October 2018 Update our 
engineering investigation determined that a very small 
number of users lost files during the October 2018 
Update. This occurred if Known Folder Redirection (KFR) 
had been previously enabled, but files remain in the 
original “old” folder location vs being moved to the new, 
redirected location. KFR is the process of redirecting the 
known folders of Windows including Desktop, 
Documents, Pictures, Screenshots, Videos, Camera Roll, 
etc. from the default folder location, c:\users\username\ 
<folder name>, to a new folder location. In previous 
feedback from the Windows 10 April 2018 Update, users 
with KFR reported an extra, empty copy of Known 
Folders on their device. Based on feedback from users, 
we introduced code in the October 2018 Update to 
remove these empty, duplicate known folders. That 
change, combined with another change to the update 
construction sequence, resulted in the deletion of the 
original “old” folder locations and their content, leaving 
only the new “active” folder intact.” 
 

Microsoft is offering free technical support to assist 

affected users in recovering their files. 

 

Two other problems occurred with Windows 10 this 

month. First, there was the blue screen of death (BSOD) 

issue with HP keyboards and then an audio problem 

with Intel drivers (not all Microsoft’s fault). Windows 10 

versions 1803 and 1809 both had HP driver updates 

that caused the operating system to crash. Removing 

the HP keyboard driver resolved the issue. Microsoft 

pulled it from the update and released KB 4468304, 

which will automatically download through the 

Windows Update and remove the driver, or it can be 

manually removed. 

 

Second, on October 11th, Intel accidentally released 

the “Intel Smart Sound Technology Driver”, 

which affected Windows 10 systems running versions 

1803 and 1809. If your computer had a compatible 

audio Intel driver, the release overrode it, and caused 

the audio on the computer to stop working. On October 

15th, Microsoft pushed out an update fixing this issue. 

No user intervention was required. They also published 

instructions on how to manually resolve this issue. 

 

Still experiencing the issues after the update and are 

running 1803 or higher? See if you are running version 

9.21.00.3755 of the Intel Smart Sound Technology 

Driver; this version should be removed. 

There  are  two  varieties  of  fake  Adobe  Flash  

circulating.  The  older  fake  Adobe  Flash  can  be  

found  on  compromised  sites  or  sites  created  

and  called  “watering  holes” .  They  offer  

interesting  content  users  want  to  view,  but  

when  they  click  on  the  link,  a  popup  message  

displays  "your  Adobe  Flash  needs  to  

be  updated,  click  here  to  continue" .  At  this  

point,  instead  of  downloading  Adobe  Flash,  

they  are  downloading  and  installing  malware  or  

ransomware.  

 

The  newer,  fake  Adobe  Flash  updates  the  

current  version  but  also  installs  crypto-mining  

malware.  The  mining  malware  is  used  to  

support  cryptocurrency  such  as  bitcoin.  The  

criminals  then  receive  a  fee  for  the  use  of  the  

computer  running  the  malware.  Unlike  the  

original  versions  of  fake  software  downloads,  

the  criminal  needs  the  system  to  be  kept  on  to  

earn  money,  versus  extorting  money  from  the  

user.  

 

Like  the  credit  card  scam  mentioned  in  another  

article,  never  click  on  a  link  and  assume  it  is  

good.  If  a  program  on  your  computer  needs  

updating,  go  to  the  vendor  site  and  download  

the  updates  directly  from  their  trusted  site.  


