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and creating super humans. Just like all 
technology, there is the promise of good 
and the likelihood of abuse. How much 
can we trust mankind with the ever-
evolving growth of technology. Speaking 
of scary stuff, in this newsletter we look 
at several vulnerabilities that have been 
identifi ed. Dell preinstalls an application 
to assist users with maintaining their 
computers. It is installed on both consumer 
and business systems. The tool is named 
Dell SupportAssist and must be updated 
immediately. Firefox has been found to 
have a zero-day vulnerability and needs 
to be updated. WPA3, the newest and 
latest wireless protection protocol, has 
been found to have fi ve vulnerabilities. 

and wireless access points installed that 
management didn’t know about. 

Wireless printers are ok for home use 
and very limited business use, because 
they produce something I call “wireless 
pollution”. The more printers you add, 
the greater the pollution index is. The 
printing environment is even more 
exacerbated when all the printers have the 
same default wireless channel. In simple 
terms, the wireless printers are jamming 
each other and, in some cases, jamming 
the entire wireless environment. 

The other disturbing thing we are fi nding 
is small, consumer grade wireless access 
points being deployed, allegedly to solve 
a problem. But shadow IT can often turn a 
small issue into a big network issue. And 
Shadow IT often introduces additional 
vulnerabilities that make it much easier 
to attack the network. 

The world just keeps getting more and 
more interesting. Artifi cial Intelligence 
has the promise to make our world better, 
but at what cost? We are on the verge of 
allowing machines to make life or death 
decisions for us in day to day activities 

Wikipedia defi nes Shadow IT as: 
“Shadow IT, also known as Stealth IT 
or Client IT, are Information Technology 
(IT) systems built and used within organi-
zations without explicit organizational 
approval, for example, systems specifi ed 
and deployed by departments other than 
the IT department.” Unfortunately, I need 
to expand this defi nition to include IT 
that is implemented by a company that 
does not understand the features and 
capability of systems they are deploying.

Besides Shadow IT representing a huge 
data risk, it can often create an intermit-
tent and unstable network environment. 
We are starting to fi nd more and more 
Shadow IT showing up in small environ-
ments (typically the issue is with our time 
and material clients). On several service 
calls for wireless and printer issues, we 
have found an overuse of wireless printers 

WPA3 was just released in June 2018 and 
already, vulnerabilities have been found. 
A growing security concern in this country 
is supply chain management, specifi cally 
from a cyber perspective. From a security 
perspective, supply chain management 
is about safeguarding equipment from 
being tampered with. The process begins 
with the manufacturing process and 
tracks equipment to its fi nal delivery, 
the end user. This is similar to chain of 
custody in the legal world. Huawei has 
been suspected of installing malware 
in their communications equipment. 
Cyber insurance is a relatively new fi eld. 
Policies differ greatly and it is important 
to understand what your responsibilities 
are to have coverage apply.

TIP: If you are having wireless issues 
and have an android device, there is 
a free app called “Wi-Fi analyzer.” 
Wi-Fi analyzer can give you a visual 
spectrum of your wireless environment. 
It can quickly help you see if you have 
devices interfering with each other. 
Because of Apple’s lock down on their 
hardware, there is no equivalent appli-
cation for iOS.
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Anyone using Firefox on a Mac, Linux or 
Windows platform needs to immediately 
update to the latest version. This vulnera-
bility appears to allow for remote access 
and execution on the victim’s system. 

The vulnerability was found by: Samuel 
GroB of Google Project Zero, Coinbase 
Security. It has been labeled with an 
impact of critical.

Description from Firefox’s website: “A 
type confusion vulnerability can occur 
when manipulating JavaScript objects 
due to issues in Array.pop. This can allow 
for an exploitable crash. We are aware of 
targeted attacks in the wild abusing this 
flaw.” This vulnerability is identified as 
CVE-2019-11707.

A new vulnerability affecting millions 
of Dell computers has been found. This 
issue affects both, home and business 
computers. Dell’s built-in support tool 
of Dell SupportAssist (all versions) has 
a vulnerability that allows for rights 
escalation. The issue is, a user who is 
not an administrator, can exploit this 
vulnerability and gain administrative 
rights to the computers. Once administra-
tive rights are granted, the unauthorized 
user is now free to see everything on the 
computer and can also install malware on 
the system to spy on the user. 

The reason users should not have 
administrative rights to their computers 
is to prevent unauthorized access or 
malicious software from being installed. 
I have presented on this topic many 
times. Even home users should not be 
using an account with administrative 
rights on their computer. The only time 
administrative rights are needed and 
should be used, is to install new software 
or perform other administrative tasks on 
that system. Another benefit of having 
non-admirative accounts on a computer, 
even a home computer, is the ability to 
quickly recover a computer should a user 
profile become infected or corrupt.

Dell licenses their desktop support tool 
from PC-Doctor. SafeBreach Labs 
identified the vulnerability and Dell was 
not notified. Dell was notified of the issue 
on April 29, 2019. PC-Doctor provided 
an update on May 28th. Dell is encourag-
ing all their users to update to the new 
version of Dell SupportAssist. For more 
on performing the update, go to Dell’s 
support site and look up DSA-2019-084. 
This has been given CVE Identifier: 
CVE-2019-12280.

Firefox Zero Day Exploit Found

What is the CVE?

Dell’s Preinstalled Support Software has a Serious Vulnerability

In this newsletter and going forward, I 
am going to include the CVE number 
for vulnerabilities and exposures that 
I am writing about. With the CVE 
identifiers, it will be easier for those of 
you who wish to do further research on 
an issue. Common Vulnerabilities and 
Exposures (CVE) is a catalog of known 
security threats. The catalog is spon-

sored by the United States Department 
of Homeland Security (DHS), and 
threats are divided into two categories: 
vulnerabilities and exposures.

CVE is sponsored by US-CERT, the 
DHS Office of Cybersecurity and 
Information Assurance (OCSIA). 
MITRE, a not-for-profit organization 

that operates research and develop-
ment centers sponsored by the U.S. 
federal government, maintains the 
CVE catalog and public website. It 
also manages the CVE Compatibility 
Program, which promotes the use of 
standard CVE identifiers by authorized 
CVE Numbering Authorities (CNAs).

CYBERSECURITY CLOUD VOICECOMPUTER CYBERSECURITY CLOUD VOICECOMPUTER



Firefox Zero Day Exploit Found

Dell’s Preinstalled Support Software has a Serious Vulnerability

Huawei was placed on the US Commerce 
Department Entity List, which was 
published on May 21, 2019. Being placed 
on the US Commerce Department Entity 
List means that US companies cannot sell 
or import anything from that company. 
While Huawei is not a very well-known 
company to US consumers, it is a huge 
company. They make components that 
are in computers, mobile devices, and 
network equipment. They also make 
products that are used by the wireless 
communications industry and are the 
price leader in the telecommunications 
(mobile cellular) market. This ban will 
put a lot of pressure on rural cellular 
providers, forcing them into purchasing 
more expensive equipment. The ban also 
includes replacement parts and services. 

In 2008, Huawei attempted to buy 
3Com, but the deal was blocked by the 
US government over security concerns. 
There have been concerns for many years 
that Huawei products might contain 
compromised software that could be 
used by the Chinese government to spy 
on the US. A few years ago, there was 
a restriction placed on US government 
agencies to not allow the use of any 
Huawei equipment. 

Google and other major companies are 
concerned that their operating systems 
will be reverse engineered and installed 
on Huawei equipment. The concern 
expands to poorly designed clone oper-
ating systems that will be full of vulnera-
bilities. One of the biggest companies to 
benefi t from the Huawei ban is Samsung.

Huawei BanWPA3
Already Broken

A while ago I reported that Ohio became 
the fi rst state to have enacted a Data 
Protection Act. While most other states 
have focused on consumer protection and 
privacy, Ohio is leading the way to help 
companies that are doing the right thing. 
The Data Protection Act serves as an 
affi rmative defense against data breaches 
for companies that have implemented an 
appropriate set of controls to protect data. 
The act became effective on November 
2, 2018 and specifi cally identifi es which 
frameworks would provide protection. 

Many of you have heard about WPA 
because it is used on all modern 
wireless networks to keep your 
network, and your network traffi c, 
safe and secure. WPA stands for 
Wi-Fi Protected Access. The fi rst 
iteration of WPA was in 2003 and 
replaced WEP (Wired Equivalent 
Privacy). In 2006, WPA2 was 
released and we have been living 
with this standard for 13 years. In 
2017, hackers were successful in 
cracking WPA2, and several patches 
have been issued to maintain WPA2.

WPA3 was released in June 2018 and 
claimed to be the most secure version 
ever released and extremely diffi cult 
to attack. Another goal of WPA3 was 
easy implementation on IoT devices. 
WPA3 is a new technology and 
because it is not widely implement-
ed, it was designed to be backwards 
compatible with WPA2. WPA3 is 
based on a more secure handshake 
known as Dragonfl y. Dragonfl y is 
designed to protect Wi-Fi networks 
against offl ine dictionary attacks. 

The vulnerabilities found in WPA3 
have been named Dragonblood. 
There is a total of 5 vulnerabilities- 
a denial of service attack (DoS), 
two downgrade attacks, and two 
side-channel information leaks. The 
DoS attack only impacts the local 
access point and there is no compro-
mise of data or password leakage. 
The two side channel vulnerabilities 
are much more serious, however. 
They have been labeled in the CVE 
catalog as Cache-Based Side-Chan-
nel Attack (CVE-2019-4994) and 
Timing-Based Side-Channel Attack 
(CVE-2019-9494). For more infor-
mation about Dragonblood, go to 
https://wpa3.mathyvanhoef.com/.

The National Institute of Science and 
Technology’s Cybersecurity Framework 
is one of the listed frameworks. This 
framework is reasonable for most small 
and medium sized organizations. Other 
standards such as PCI, HIPAA, GLBA, 
also apply. A framework should be chosen 
based on the industry your organization 
operates in. The Cybersecurity Frame-
work can be applied to most organizations. 

For years, Quanexus has subscribed to and 
has met the requirements for CompTIA’s 
Security Trustmark+. The Security Trust-
mark+ is based on the NIST’s Cybersecu-
rity Framework. For Quanexus to prove 
we are a trustworthy vendor, we submit 
ourselves to a third-party independent 
audit. The auditor reviews our controls 
based on the Security Trustmark+ and 
determines if we are indeed doing what 
we say we do. Many of our clients are 
required to perform vendor due diligence 
to assure they are dealing with trustworthy 
vendors. The CompTIA Security+ Trust-
mark provides that assurance and has been 
a big business differentiator for us.

Ohio Data Protection Act

CYBERSECURITY CLOUD VOICECOMPUTER CYBERSECURITY CLOUD VOICECOMPUTER

easy implementation on IoT devices. 
WPA3 is a new technology and 
because it is not widely implement-
ed, it was designed to be backwards 
compatible with WPA2. WPA3 is 
based on a more secure handshake 
known as Dragonfl y. Dragonfl y is 
designed to protect Wi-Fi networks 
against offl ine dictionary attacks. 

The vulnerabilities found in WPA3 
have been named Dragonblood. 
There is a total of 5 vulnerabilities- 
a denial of service attack (DoS), 
two downgrade attacks, and two 

The National Institute of Science and 
Technology’s Cybersecurity Framework 
is one of the listed frameworks. This 
framework is reasonable for most small 
and medium sized organizations. Other 
standards such as PCI, HIPAA, GLBA, 
also apply. A framework should be chosen 
based on the industry your organization 
operates in. The Cybersecurity Frame-
work can be applied to most organizations. 

For years, Quanexus has subscribed to and 
has met the requirements for CompTIA’s 
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Find Quanexus on Facebook, Twitter, 
LinkedIn and Instagram! We share blog 
posts, useful articles, and pose questions 
to our followers. We also like to share pic-
tures of our team to give you a glimpse of 
what’s going on in the offi ce!

Also, subscribe to our email list to regular-
ly receive tech news, cybersecurity alerts, 
and information on upcoming events.
Visit Quanexus.com to sign up!

Follow Quanexus on Social Media!

@Quanexus571@Quanexus571 @Quanexus @Quanexus

Cyber Insurance is a relatively new form 
of insurance to protect against cyber 
threats. Because this is a new form of 
insurance, it is important to understand 
what you are purchasing. It seems that not 
many business owners like reading insur-
ance policies (which is understandable). 

There is a large court case pending 
between Zurich International and US 
food company Mondelez International. 
Mondelez International experienced a 
cyber incident, which allegedly cost them 
$190 million in losses. According to Doug 
Olenick of SC Magazine (scmagazine.
com), “Mondelez placed a claim with 
its insurance provider, Zurich America, 
based on a clause in its contract that stated 
it was covered for ‘all risks of physical 
loss or damage’ to property, including 
‘physical loss or damage to electronic 
data, programs, or software, including loss 
or damage caused by the malicious intro-
duction of a machine code or instruction.’ 
Along with any loss or expenses incurred 
by the company for the period its business 
was interrupted.”

Doug went on to say that “Zurich 
eventually declined to make a payment, 
citing an exception to coverage because 
NotPetya was a ‘hostile or warlike action’ 
by a ‘government or sovereign power.’ So, 
Mondelez countered with a $100 million 
lawsuit.” This placed the burden of proof 
on Zurich. They must now prove that the 
incident was a “hostile or warlike action” 
by a “government or sovereign power,” 
which is an exception on their cyber-policy. 

A few more words of caution when 
looking at cyber-insurance. Insurance 
companies are now requiring their clients 
to complete questionnaires when applying 
for coverage. Like all legal documents, 
it is critical that these questionnaires be 
answered to the best of your knowledge. 
Many clients are calling us for assistance 
with completing the questionnaires. The 
purpose of the questionnaire is for the 
insurance company to understand the 
risk they are insuring against. From my 
perspective, because this is a relatively 
new type of coverage, I’ve not seen 
any company denied coverage or had a 

rate signifi cantly change based on the 
result of the questionnaire. I have seen 
language in polices stating that if the 
information you are attesting to is true and 
accurate though. So, if a company provides 
false information and there is a coverage 
question, I would not be surprised to see 
the claim is denied. This would put the 
burden of proof on the client to prove that 
they have the controls in place to protect 
against the threat.

If you cannot affi rmatively answer a 
question, most questionnaires will have 
an area for additional information on what 
your plan is to meet the requirement.

Cyber Insurance
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