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Q-News
something that they would not normally 
do, such as giving a criminal your 
user ID and password. The other issue 
making things worse is password reuse. 
Password reuse is defined as using the 
same password on multiple accounts. 
The issue with password reuse is 
obvious, yet still a huge problem. Once 
your password is stolen, it can be used to 
unlock many of your accounts. Personal 
passwords should never be used in a 
business environment. Your shopping 
and banking passwords should never be 
the same. Small businesses and individ-
uals have become the biggest target 
groups criminals are focusing on. They 

email addresses and more. Fortunately, 
only 140,000 social security numbers 
and 80,000 bank account numbers were 
stolen. This is a very small percentage of 
the overall breach. Additionally, no credit 
card numbers or user passwords were 
stolen. The criminal complaint against 
Ms. Thompson is that she intended to sell 
the data on-line. Capital One has stated 
that it is unlikely the stolen information 
was disseminated or used for fraud.

What you need to know and do: Because 
no passwords were stolen, there is no 
immediate threat of fraudulent bank 
or credit card transactions. If data was 
successfully sold on the Dark Web, you 
can expect an increase in social engineer-
ing attacks targeted to individuals and 
businesses. These attacks will be in the 
form of SPAM emails, telephone calls, 
etc. Everyone needs to understand how 
crafty these criminals are in creating 
messages that look legitimate.

We are seeing a rapid increase in 
cyber-attacks. The most effective way 
criminals are successful is through 
social engineering. Social engineering 
is the art of getting someone to do 

Capital One was breached and had 106 
million applicants’ information stolen. 
This breach is one of the largest data 
breaches to occur. In comparison, the 
Equifax breach affected 150 million 
people. Capital One’s breach included 
100 million US and 6 million Canadian 
applicants. These numbers are significant 
because with the US population estimat-
ed at being 330 million people, including 
minors, this means the breach affects an 
incredible percentage of US adults.

How did this happen? Capital One 
has embraced a cloud strategy and 
uses Amazon’s cloud services. Paige 
A. Thompson, a 33-year-old, hacked 
through Capital One’s firewall and was 
able to steal the applicant data. The stolen 
data included applicant information from 
2005 to early 2019. The data elements 
included in the breach were addresses, 
dates of birth, self-reported income, social 
security numbers, bank account numbers, 

have become low hanging fruit. Even if 
you don’t think you have anything worth 
stealing, the proliferation and threat of 
ransomware is huge. The basics have not 
changed: you need to be diligent with 
keeping your computers and servers 
patched and updated, have an antivirus 
solution that has current signatures, use 
strong passwords, have a next generation 
firewall (NGFW), and users need to be 
trained on spotting social engineering, 
especially phishing campaigns, attacks. 
Quanexus has developed our Q-Stack, 
which is a layered security model that 
has been very effective with keeping our 
clients safe. 

WARNING: Criminals always take 
advantage of a crisis. If you receive 
an email from Capital One advising 
that you were affected by the breach, it 
could be a SPAM email. Always verify 
the link in any email before you click 
(“Think Before you Click-It”). Even 
better, don’t click on any links in emails. 
It is a better practice to go directly to 
the company’s web site by typing in the 
URL in a new browser.
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Beginning on March 8, 2020 the Dayton 
area will add a 326 area code alongside 
the existing 937 area code. The current 
937 area code is becoming “exhausted,” 
the technical term used by the Public 
Utilities Commission of Ohio, meaning 
the state is running out of phone numbers 
in the current area code. Phone numbers 
are used for fax machines, cell phones, 
ATM machines, pay-at-the-pump gas 
stations, as well as traditional land line 
home phones. The growth of business in 
the area is part of the reason the possible 

Equifax will be required to pay at least 
$575 million for a security breach that 
took place in 2017. The breach was the 
largest hack in US history, exposing 
sensitive information of 150 million 
people. The information compromised 
included names, Social Security numbers, 
drivers’ license numbers, and addresses.

The settlement includes $300 million for 
affected consumers who purchased credit 
monitoring services after the announce-
ment of the breach. That number could 
grow to $425 million if claims exceed 
the initial $300 million. Equifax also 
agreed to pay $175 million to states and 
$100 million to the Consumer Financial 
Protection Bureau in penalties.

A large hotel chain owner, Choice Hotels, 
suffered a large data breach exposing 
information of 700,000 customers. 
Choice Hotels is the parent company of 
many popular hotel chains and franchises 
7,000 properties in 41 countries, under 
brands like Comfort Inn, Comfort Suites, 
Sleep Inn, Quality Inn, MainStay Suites, 
Econo Lodge, Clarion, and Rodeway Inn.

The information stolen contained names, 
addresses, email addresses, and phone 

7.92 million phone numbers in a given 
area code are being used up. The state 
expects to run out of 937 phone numbers 
in 2020.

What This Means for Your Business:
Beginning February 8, 2020 all calls in 
the 937 service area will require 10-digit 
dialing. This means any 7-digit phone 
numbers that are programmed into cell 
phones, office phones, fax machines, 
or security alarm devices will need to 
be re-programed. Current 937 phone 

Those consumers affected by the data 
breach will be eligible for free credit 
monitoring, and those who have already 
paid for credit monitoring will be eligible 
for a $125 cash payment.

Equifax will also be required to provide 
all US consumers with six free credit 
reports per year for seven years. This is 
an increase from the usual two reports per 
year that all credit agencies are currently 
required to provide free of charge.

Equifax was aware of the security flaw 
in their website for two full months 
before hackers used it to find customers’ 
personal information. Additionally, after 
the breach occurred, Equifax waited 

numbers. The company says the database 
was being maintained by a third-party 
vendor and will no longer be working 
with said vendor. Choice Hotels says no 
financial data was stolen in the breach. 
The database the information was stored 
on was left open for four days and could 
be accessed by anyone on the internet.

Customers affected by the breach will 
likely see an increase in phishing attacks.

numbers will not change. The addition 
is considered an overlay, so the new area 
code will not be considered long distance. 
Employees will need to be made aware 
of the change and phone systems will 
need to be updated.

Fun Fact:
The 937 area code was split away from 
513 in 1996. The 513 area code is one of 
the 86 original area codes created by the 
Bell System in 1947.

three months to notify consumers. These 
two major mishandlings of the security 
of their data prompted the resignation of 
CEO Richard Smith.

Steps to Avoid Phishing Attacks:
Be aware of links in emails creating 
urgency to give them information. 
Hackers will likely create phishing 
scams pretending to be the affected hotel 
chain. They may ask you to verify your 
personal information or provide further 
information. It is always safer to contact 
the hotel or business directly if you are 
unsure about the validity of the email. At 
this point, Choice Hotels is not offering 
any compensation for customers. 

Dayton Prepares to Add 326 Area Code

Ever Wonder What Happened to Equifax and Their Big Breach?

Choice Hotels Data Breach Exposes 700,000 Customers
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inspecting suspicious emails. Using Azure 
Blob Storage adds legitimacy to the phish-
ing campaign because content hosted on 
the Microsoft service are given a windows.
net URL. To even discerning users, this 
windows.net address makes the content 
look as if it is actually coming from Micro-
soft. The second advantage this service 
gave the attackers is that URLs hosted on 
Azure Blob Storage are given a wildcard 
SSL certificate. This means the site had the 
familiar lock icon next to the URL that we 
associate with secure web pages.

What Can You and Your Business Do to 
Avoid These Advanced Traps?
Your users are still your biggest asset in 
avoiding these scams. Continued educa-
tion and reminders about what they should 
and should not be clicking on, need to 
be an ongoing process. Even with these 
advanced tactics, there are still red flags 
in this campaign that should have stopped 
you from clicking. In the first email, there 

is not maintained, or the hacker is able 
to corrupt the backup, many small local 
governments are faced with no other 
choice than to pay the ransom.

This attack is unique because of the coor-
dination of taking down 22 cities at the 
same time. Ransomware attacks on small 
governments are on the rise, but this is 
the first attack on multiple cities.

Lessons You and Your Business Can 
Learn from This Attack:

If you are outsourcing your IT services, 
make sure they are a trusted vendor who 
is up to date with current issues. Quanex-
us maintains the CompTIA Security 
Trustmark+ which requires a third party 
to audit our policies and procedures. 
Often these ransomware attacks come 
in the form of a phishing email. Your 
employees are on the front line of defend-
ing against attacks like these. Continued 
education on what employees should and 

Two, new email phishing campaigns have 
been identified with a unique twist. The 
first is an email, notifying users of Office 
365 that their account is out of date, and the 
information associated with the account 
needs to be updated. This phishing email 
also threatens users that their subscription 
will be terminated unless they log in and 
update their account.

The second phishing email appeared to 
come from the business-oriented side of 
Facebook, called Workplace, and tried 
to trick users into clicking a “View More 
Posts” link. Strangely, this link also went 
to a fake Office 365 login page instead of a 
fake Facebook page.

The twist on this phishing campaign that 
makes it stand out from others, is it used 
Microsoft’s Azure Blob Storage to host the 
campaign. This extra creative step gave 
the attackers two advantages over what we 
normally tell users to look for when they are 

Hackers successfully installed ransom-
ware on computers of 22 different, local 
government offices in Texas. The state is 
not yet releasing the names of the cities 
or the data that was corrupted, but two 
of the municipalities announced online 
they had been affected. Both cities say 
they cannot process utility payments at 
this time, and one of the cities’ birth and 
death certificate registry is offline.

The hacker targeted the managed service 
provider (MSPs) used by the local govern-
ment offices. An MSP is a third-party 
company who provides IT services to a 
business or division of government. It is 
common for small local governments to 
outsource their IT services because they 
often don’t have the staff size to support 
an internal IT role.

The hackers are demanding $2.5 million 
in bitcoin to unlock the files. Studies 
show that in many cases, these ransom 
demands are paid. If a backup of the data 

was a threatening tone that your subscrip-
tion will be terminated unless you click. 
These phishing campaigns are written to 
create urgency and play on emotions. The 
second email was seemingly for a Face-
book Workplace page, but then landed 
users on an Office 365 page. This is the 
level of attention needed to navigate these 
phishing campaigns.

As always, the best advice is to go straight 
to the source if you question an email. In 
this example, instead of clicking the link 
in the email, type office.com into your 
web browser, log into your account as you 
normally would, and see if your account 
information needs updated. The same 
goes for Facebook or Amazon. If you get 
a suspicious email, instead of clicking the 
link, go directly to the site as you normally 
would, log in, and see if there is an issue.

Educating your users is the best defense 
against phishing campaigns like these.

should not click on while on company 
computers, is essential to keeping your 
data safe.

New Phishing Campaign Using Microsoft’s Azure Blob Storage

22 Texas Cities Attacked by Ransomware Simultaneously
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Anti-Phishing Tip Card
Think Before You Click  Be cautious 
of links in emails trying to prey on 
your emotions. If there is any doubt, 
navigate directly to the company 
website instead of clicking the link and 
log in as you normally would.

Never Give Out Personal Informa-
tion  Stop and think before entering 
usernames, passwords, bank informa-
tion, phone number, mailing address or 
social security number. 

Update your browser  Popular brows-
ers release security patches regularly in 
response to new security loopholes

Use an antivirus and a firewall  The 
more levels of security between you 
and the bad guys, the better. Keep 
your security tools updated and pay 
attention to their warnings. 

More tips →  www.quanexus.com



Find Quanexus on Facebook, Twitter, 
LinkedIn and Instagram! We share blog 
posts, useful articles, and pose questions 
to our followers. We also like to share pic-
tures of our team to give you a glimpse of 
what’s going on in the office!

Also, subscribe to our email list to regular-
ly receive tech news, cybersecurity alerts, 
and information on upcoming events.
Visit Quanexus.com to sign up!

Follow Quanexus on Social Media!

@Quanexus571@Quanexus571 @Quanexus @Quanexus

When you think about a VPN in the 
traditional business context, you think 
of connecting your remote computer or 
multiple locations together via a virtual 
private network (VPN), using the Internet 
or some other media. The VPN piece of the 
solution creates a secure connection over a 
non-secure media, such as the Internet.

The term VPN has been expanded to 
include the ability for users to send and 
receive data while remaining anonymous 
and secure online. There are many VPN 
service providers out there, some are 
free, and others charge about $3 to $7 
per month. If you are truly concerned 
about security, you should not use the free 
service providers. For the most part, they 
have very limited features and with the 
price being free, you need to consider how 
they are making money, and how serious 
they are concerned about protecting you.

How Do These VPNs Work? Typically, 
you have to install client software on 
your computer. The client allows you to 

securely connect to another network. Once 
connected to this third-party network, your 
traffic will be sent to the Internet through 
one of many (often many thousands) 
of IP addresses from all over the world. 
When you surf the web or access any web 
services, all your traffic will appear as if 
it was coming from the third party. The 
technical term for this is obfuscation (to 
make things confusing or ambiguous, hide 
or conceal).

Key Performance and Protection Items: 
The more IP addresses a VPN service 
has, the harder it will be for your identity 
to be discovered. Network speed perfor-
mance is based on the performance of the 
VPN servers to receive and resend your 
traffic. These two items typically drive 
the cost of the service. The process of 
selecting a VPN service provider must 
include reviews that include perfor-
mance, support, and privacy. You need 
to spend the time to understand what you 
can expect from these service providers.

Another key item to consider is, what 
country the VPN company is in and what 
country the servers are located in. Each 
country has their own privacy laws and 
based on where the company is located 
and where the servers are located, it will 
affect the overall privacy of the traffic you 
will be sending through these providers.

Potential Issues with VPN Services:
• Performance: If your VPN service 
provider has issues, you will be affected 
by their performance (meaning slow 
Internet browsing and responses).
• Access to Sites and Services: You may 
get blocked from sites you usually visit 
or need. Many firewalls are being config-
ured to do Geo blocking/permit. If the IP 
address you are assigned to surf from is 
in a range that belongs to a country that 
the firewall is programmed to block, you 
will be denied access to the site (you can 
typically override the client if necessary). 
More advanced service providers will let 
you choose what country you want your 
traffic to originate from.
• Privacy: If you are seeking the service 
of a VPN, you are most likely doing so 
to maintain anonymity. As mentioned 
earlier, every country has their own 
privacy laws. The privacy of your traffic 
going through the VPN will be based on 
the country that the VPN service provider 
is located and the physical location of the 
servers they are operating.

For a recent review of current VPN 
service providers, follow this link to cnet.
com’s “The Best VPN Services for 2019” 
written by David Gerwirtz, July 11, 2019 
https://www.cnet.com/best-vpn-ser-
vices-directory/?ftag=CMG-01-10aaa1b
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