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Happy New Year and welcome to 2020! 
First, a big thank you to all our employ-
ees! Every day I get to work with an 
awesome team and for this, I am very 
grateful. To all our clients, a big thank you 
for your continued business and the trust 
you have put in us. What’s on the horizon 
for 2020? My prediction is much more of 
the same, but with greater sophistication. 
The criminals are getting smarter and will 
continue to develop very effective tools. 
In 2020, we can count on a continued 
increase in attacks against individuals 

is where secure data is held (non-public). 
Examples of deep web content include: 
your medical records, your buying 
history on Amazon, your banking infor-
mation, etc. The difference between the 
WWW and the deep web is this data is 
not public information and is hidden 
from the search engines that focus on 
indexing the WWW. Users are typically 
required to log into these back end, deep 
web services.

The dark web as we know it today was 
developed by the US Navy back in the 
mid-1990’s to send secure government 
information. In 2004, it was released as 
open source software. The project was 
called “The Onion Router (Tor)”. Tor 
sites end with a “.onion” domain name. 
The reason for the open source release 
of the code was to generate traffic using 
this technology, to make it more difficult 
to identify government secure traffic vs. 
other general traffic. In order to access 
the dark web, all you have to do is 
download the Tor browser. The dark web, 
if used correctly, provides total anonym-

I’ve mentioned the dark web in several 
past blogs. Since then, I have received a 
lot of requests asking for me to explain 
what the dark web is. The best explana-
tion compares the web to an iceberg. The 
part of the iceberg that extends above the 
water is what we consider the world wide 
web (WWW). This is what everyone 
is familiar with, where we use a web 
browser such as Chrome, Firefox, Safari, 
etc. to access the WWW. Companies like 
Google, Mozilla (the creators of Firefox), 
Yahoo and others have made a business 
out of cataloging and indexing publicly 
available information. For the most part, 
the WWW is considered safe to access.

The next layer of the Internet is called 
the deep web. This layer is compared to 
the part of the iceberg that is below the 
water surface, but not in total darkness. 
The deep web makes up over 90% of all 
the content stored in the web (cloud). 
The deep web data is easily accessed 
and is, for the most part, considered safe. 
Everyone reading this typically accesses 
the deep web multiple times a day. This 

and small to medium sized businesses. 
2020 will also bring a surprise to many 
small and medium sized organizations. 
Companies that have clients in regulated 
industries will be required to meet the 
same standards as their clients.

In this month’s newsletter, I am sharing 
information on the Dark Web vs. the 
Deep Web, the government’s new attempt 
at shutting down robo-calling and review-
ing different ways to manage risk. 

ity and is used heavily to transact illegal 
activity. Cryptocurrency allows dark 
web users to transact deals and pay for 
goods and services with the same level 
of anonymity. The dark web is also used 
by individuals who are concerned over 
privacy issues.

I do not recommend anyone to exper-
iment on the dark web. While the 
goal of the dark web is to protect your 
identity, it is full of criminals and you 
must take precautions to keep yourself 
safe. It is also highly possible that you 
may accidentally stumble upon illegal 
material, which may lead to you being 
prosecuted for a crime.

A Word from Jack
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For businesses that need more time 
before upgrading to Windows 10, 
Microsoft has recently released 
“Extended Security Updates.” In other 
words: Microsoft will continue creating 
security updates, but you can only get 
them if you pay up.

For Professional Versions of Windows 
7, it’s $61 per device for the first year. 

Criminals are changing the way they 
use phishing campaigns, targeting upper 
management and CEOs. Microsoft is 
warning users of an increase in “laser 
phishing”, or “spear phishing” attacks. 
Microsoft data shows traffic associated 
with phishing campaigns doubled year 
over year in September.

A spear phishing attack targets a specific 
person. This person receives messages 
from someone they purportedly know or 
are familiar with. Typically, the email will 
look like it is coming from this person’s 
boss or someone even higher up in the 
company they are working for. A spear 
phishing attack takes much more time and 
effort on the part of the criminal to find 
out everything they can about the person 
they are attacking. Criminals are using 
social media to find out things this person 
is interested in, place of employment, 
friends, and travel.

This is a big change from phishing attacks 
we are used to seeing. A normal phishing 
attack sends out a more generic email to 
many users often trying to get them to click 
on a link in an email, or enter a username 
and password, like your Amazon account 
information for instance. We talked about 
this example in our Social Engineering 
video you can see on our website.

The 2nd year the cost increases $100 per 
device and for the third year, the price 
will increase to $200 per device.

For Enterprise Windows 7 computers 
the cost is $25 first year, $50 Second 
year and $100 third year.

Windows 7 extended support will not be 
available after calendar year 2022.

There have been reports of employees 
in the financial department of a company 
receiving emails from the CFO or CEO 
telling them to transfer money to a specific 
account for an urgent deal they are making. 
This new form of phishing cost US 
businesses over a billion dollars in 2018.

What this means for your business:

Educate your users on this new form of 
phishing. Public facing users are more 
susceptible like HR recruiters, customer 
service, and even some admin roles. Your 
users can be your biggest asset against 
attacks, or your biggest liability.

Be aware of what personal information 
you have on social media. Is there 
anything on there you wouldn’t want a 
potential scammer to see? Double check 
your privacy settings and make sure they 
are set to a level you are comfortable with.

These are designed as a stopgap. These 
updates will get more expensive every 
year. Microsoft wants businesses, 
governments, and other organizations to 
move to a modern version of Windows.

Microsoft won’t sell you these updates 
directly, and they’re not available 
through normal retail channels. They can 
only be purchased through a Microsoft 
Authorized Partner like Quanexus.

Use smart passwords and two-factor 
authentication where possible. Don’t 
use the same password over and over. 
There are secure password managers that 
can help manage passwords and keep 
accounts secure. Microsoft found that 
using two-factor authentication blocks 
99.9% of automated attacks.

Keep your systems patched and updated. 
When software companies find tactics 
being used by criminals, they update the 
software to block some of these attacks. 
If you are not updating your systems on 
a regular basis, you are leaving yourself 
open to known hacking methods.

Do not click links in emails. If there is 
any question the email could be fake, go 
straight to the source instead of clicking 
the link.

Organizations Can Get Extended Security  
Updates for Windows 7 Pro and Enterprise

The Next Generation of  Phishing, Laser Phishing
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to come from a scam source. All four 
major wireless carriers provide some sort 
of call blocking feature. Some are free, 
while others come with an additional fee.

Americans received 5.7 billion robocalls 
in October, a new record reported by 
YouMail. The new all-time record shows 
robocalls are still an increasing problem.

Tips for avoiding Robocalls:

□ Don’t answer calls from unknown or 
blocked numbers.

□ Scammers can choose from a list of 
phone numbers to be displayed when they 
call you using VoIP, so many robocalls 
will appear as if they are coming from 
your local area code.

nologies work together to authenticate 
a phone call, and pass that information 
on to the service provider of the person 
receiving the call.

When a phone call is made the call 
first goes to the service provider of the 
person making the call. This originating 
service provider now assigns the call an 
authentication token based on what they 
know about the number and the caller. 
There are three basic levels of tokens 
the service provider can assign. The 
easiest token is, “this person owns this 
phone number, we assigned it to them.” 
The second level of authorized calls are, 
“this person has permission to use this 
phone number.” This second category 
could be from a business call center 
who wants all of their outbound calls to 
come from one phone number. This type 
of call should also pass through without 
issue. The third level of authorization 
is, “minimal or questionable knowledge 
about the authorization of this call.” 
These are the calls the technology is 
trying to put an end to.

The US House of Representatives recent-
ly passed a bill aiming to end robocalls. 
The “Pallone-Thune Telephone Robocall 
Abuse Criminal Enforcement and Deter-
rence Act,” or TRACED Act would add 
some provisions to what the FCC is doing 
now to prevent this increasing nuisance to 
Americans. The most notable provision 
is the addition of authentication software 
to provide a more effective caller-ID. 
Telecommunication service providers will 
be required to add this software to their 
systems if the bill becomes law.

Some voice service providers are already 
takings steps to block and alert customers 
to fraudulent calls on their own. AT&T 
customers may have noticed recently calls 
coming through labeled “Fraud Risk” 
and “Telemarketer.” The company is also 
blocking calls completely that are known 

Let’s dive deeper into the technology 
the Federal Government is suggesting, 
and how it would help to slow robocalls.

The big issue with robocalls is number 
“spoofing.” This is the technology crim-
inals use to make the number they are 
calling from appear as if it is closely 
related to your phone number, or at least 
from your same area code. Criminals 
can also spoof known numbers, like 
the phone number of your bank, or the 
IRS. This technology makes it harder 
for users to identify a scam, and makes 
them more susceptible to giving the 
criminal personal information.

The technology named in the Senate 
bill is STIR/SHAKEN. STIR (Secure 
Telephone Identity Revisited) is an 
internet-based process that verifies a 
calling party’s authorization to use a 
particular phone number. SHAKEN 
(Secure Handling of Asserted infor-
mation using toKENs) is a framework 
to verify the calling number and how 
it will be transported. These two tech-

□ If you answer a robocall by mistake, 
do not answer “yes” or push any numbers 
when asked to. This lets the scammer 
know your number is real, and then can 
sell your number to other scammers.

□ Never give any personal information, 
bank account, social security number, 
passwords, or other identifying informa-
tion to a call you receive.

□ If the caller says they are from a 
company you do business with like your 
bank, hang up and call that business back 
from the information you have from them.

□ To block legitimate telemarketer calls, 
register for the National Do Not Call list 
(donotcall.gov). This will not stop scam-
mers, but reputable companies selling 
products adhere to this list.

Each call is assigned a token from the 
originating service provider, and then this 
token is passed from service provider to 
service provider until the call reaches the 
terminating service provider. Then, the 
terminating service provider has to make 
a decision on what they want to do with 
the third level of authenticated calls. The 
terminating service provider can forward 
the call with a message attached for the 
user. This is where some cell phone users 
are noticing calls come through as “Fraud 
Risk” or “Telemarketer.” The terminating 
service provider could also choose not to 
deliver the call at all, or dump it to a voice 
mail box. Telecom companies are still 
experimenting with what users would like 
done with these calls at this point.

All of the major telecom companies have 
already implemented some version of 
this technology, but the new law should 
help to push the technology forward and 
make sure all of the telecom companies 
are working together in this fight.

A Step Forward in Ending Robocalls

STIR/SHAKEN, The Technology Fighting Robocalls
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Find Quanexus on Facebook, Twitter, 
LinkedIn and Instagram! We share blog 
posts, useful articles, and pose questions 
to our followers. 

Also, subscribe to our email list to regular-
ly receive tech news, cybersecurity alerts, 
and information on upcoming events.
Visit Quanexus.com to sign up!

Follow Quanexus on Social Media!

@Quanexus571@Quanexus571 @Quanexus @Quanexus

Following the theme from my previous 
articles, if you deal with client data, you 
must keep it protected. Protecting data is 
a component of Risk Management.
There are five ways to typically deal 
with risk:

 • Avoid the risk
 • Implement mitigating controls
 • Transfer the risk
 • Accept the risk
 • Exploit the risk

Avoid the Risk: Stop doing the things 
that create the risk. For example, 
minimize the amount of client data you 
collect and store about your customers. 
If there is data that you have, that you 
don’t need, purge it. The more data you 
store the greater your risk is.

Implement Mitigating Controls: 
Implementing mitigating controls 
brings risk down to an acceptable level. 
An example of a mitigating control is 
implementing a firewall. Connecting a 
network to the Internet is a very risky 
proposition. By placing a firewall and 
having a good end-point solution (virus 
protection and patch management), 
you are minimizing the likelihood of 
a cyber-threat doing damage to your 
network.

Transfer Risk: Transferring risk is 
sometimes referred to as sharing risk. 
Cyber insurance is a relatively new 

product. Essentially transferring risk 
is buying insurance to protect against 
a loss. Because cyber insurance is a 
new product, there is an inherent risk 
in selecting and understanding the 
differences in cyber policies. A few 
things you need consider when selecting 
cyber insurance:

 • What controls must be implemented  
  to maintain coverage?
 • What is covered and what  
  is excluded?
 • What are the reporting requirements  
  and timelines?

Accept the Risk: Accepting risk is 
not as straight forward as it sounds. In 
order to accept a risk, you must be able 
to articulate what you choose to accept. 
You can’t just arbitrarily state it was 
too expensive or hard to deal with. You 
must have enough proof on why it was 

unreasonable for your organization to not 
protect against a known threat. A good 
risk assessment will help you justify 
how you spend resources to protect 
against risks. A risk assessment should 
be performed on an annual basis or 
whenever there is a significant change.

Exploit the Risk: Exploiting the risk 
sounds a little strange and it is outside 
most IT risk management frameworks 
(RMF). Exploiting the risk is best 
explained with an example. Imagine, 
you are a manufacturer coming out 
with a new widget. You have invested 
in marketing, but you are not sure how 
successful sales of the new widget will 
be. You have decided to take a conser-
vative approach and produce only X 
number of widgets. The risk here is if the 
widget becomes highly popular, you may 
not have enough widgets to meet market 
demand, but you go to market anyway.

IT Risk Management
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