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Welcome to the New Paradigm

The expression “May You Live in 
Interesting Times” is upon us. April 

turned out to be an interesting month. 
Quanexus was put to the test. With 
the looming pandemic, most our clients 
needed to quickly implement a work from 
home (WFH) program. The primary 
concern was for our clients’ safety. There 
are many things we can technically 
accomplish, but there are trade-offs that 
must be considered. The primary goals of 
every business are to deliver goods and 
services, while making a profit. These 

are two choices- use a company owned 
computer that is controlled and man-
aged by the company or let employees 
use their personal computers.  Allowing 
personal computers on the business net-
work represents a high risk. 

Personal computers are unknown devic-
es, raising the following concerns:

• Are they running a supported  
 and properly patched  
 operating system?
• Are applications and programs  
 on the computer patched and  
 updated (Adobe, Java,  
 Office, etc.)?
• What kind of threat protection is  
 on the home network?
• Who in the family has access to  
 the machines?

A single, infected home computer 
connected to your business 

network can infect and cripple the 
entire business network.

Being a business owner means mak-
ing hard decisions. With the recent 
COVID-19 pandemic, many owners 
wrestled with alternative ways to keep 
their businesses operational. Obviously, 
work from home is a great solution, but 
this option presents many risks.

Typically to work from home, there 

primary goals need to be balanced with 
a reasonable amount of security. Many 
clients were forced to make some tough 
and fast decisions. The criminals are aware 
of the accepted security risks companies 
have taken and are hard at work trying to 
exploit weakness in the WFH programs. 
As time goes on and we get back to a 
more normal state, you cannot become 
complacent and let these short term 
WFH solutions become the norm. If you 
plan on continuing a WFH program, 
time should be spent to determine what 
reasonable security controls should be 
added to your program.   

While there are mitigating controls that 
can be put in place to bring the inherent 
risk down, the risk cannot be eliminated.

If you are fortunate enough to be work-
ing from home, I cannot stress the im-
portance of keeping your guard up. The 
criminals are aware of the great oppor-
tunity they have. They will be working 
harder than ever to exploit your home 
system, hoping that you are connected to 
a business network. If you suspect or ex-
perience anything that seems abnormal, 
you need to notify your office immedi-
ately of a potential incident.
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Hackers prey on human emotion in 
normal times. They send phishing 

emails that might appear to come from 
your healthcare provider, your state 
government, or Amazon. 

These emails are generally trying to do 
one of two things: get you to click on a 
link that will install malware or persuade 
you to give them information like a pass-
word or credit card number.

As expected, hackers and scammers are 
using the pandemic and the government 
response as a way to get money or 
information from people. There are 
scams for test kits, scams for masks, and 
scams for statistics on the virus. There 
are hackers attacking individuals on 
Medicare, and of course multiple scams 
for the government relief checks.

There have been numerous reported attacks 
over the past few weeks on the healthcare 
industry. Hackers are posing as the World 
Health Organization, or the CDC in 
attempt to infiltrate healthcare networks. 

Turn to the back page for tips on working 
from home as well as Phishing red flags. 

Hackers Exploit 
Coronavirus News

crosoft Teams, works very well. There are 
no third party issues that can creep up in 
other collaboration tools.
 
Another tool we think Microsoft does 
better than their competitor is their 
Meeting function. Team members can 
schedule and conduct virtual meetings 
within their work-group. The virtual 
meeting tool is robust with screen shar-
ing, blurred background, and recording 
functions like other competitive tools. 
What makes Microsoft stand out is the 
closed captioning. Microsoft introduced 
live captioning, as well as captioning the 
recording of the meeting. Additionally, 
the text captioned in the recorded meet-
ing is searchable! This makes for a highly 
productive tool if a team member misses 
a meeting and needs to go back through 
to find their project tasks. The team 
member can search for keywords around 
the project, or even their name.

These tools live within the same work-
space and can be accessed across PC, mo-
bile, and web if needed. Most businesses 
are about a month into working remote-
ly now. If your business is struggling to 
adapt to this change and looking for a 
solution that better fits your workflow, 
give us a call.

Today we will look at two collaboration 
tools in Microsoft Teams that could 

make your work-group more productive. 
Microsoft teams offers many advantages 
over other collaboration tools, the first 
being many businesses may already have 
these tools at their disposal at no added 
cost, if they are already running Office 
365 as an email client.

Microsoft Teams provides a rich environ-
ment for users working together remote-
ly, but more importantly, the documents 
and data shared on the Teams platform 
are secured by the enterprise level securi-
ty Microsoft is known for.

We want to highlight two tools that 
make the Microsoft Teams platform 
stand out against other collaboration 
tools. The first is the Messaging feature. 
Within Teams, a user can group chat or 
private message. If a user uploads a Mic-
rosoft document like an Excel or Power-
Point file, the file is stored within Micro-
soft Teams and can be edited by multiple 
users within the group. This makes for a 
seamless workflow from discussing the 
work needed in the group chat, to mul-
tiple users doing the work in the shared 
document. Collaborating on a native Mi-
crosoft document like Excel, within Mi-
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to the business if you are already paying 
for the email services. Some business-
es are shifting from a physical server to 
sharing files across a cloud service now 
that working remotely is becoming the 
new normal.

Other users might be looking for an in-
dependent file sharing option. Microsoft 
and Google are still good options in this 
category as well. Google offers 15GB of 
storage for free, with monthly pricing 
structures that go up for more storage. 
Microsoft 365 Home offers 1TB of stor-
age, plus Word, Excel, PowerPoint, and 
Outlook for $100 per year.

Dropbox is another option for large file 
storage. They offer 2GB free, then $10 
per month for 2TB. For most users, Mi-
crosoft 365 home is the best option be-
cause of the added bonus of Word, Excel, 
and PowerPoint, but for sheer file stor-

The high watermark model states that if 
any part of the classification is high, then 
appropriate resources should be spent to 
protect against the risk. Based on the low 
and high watermark models, companies 
also add an amount of subjective input into 
the equation.

The biggest challenge with risk manage-
ment is limited budgets. With limited 
budgets, companies spend most of their 
resources and incident planning based on 
scenarios that are likely to occur. Examples 
of this include recovering from ransom-
ware, recovering from and management of 
breaches, etc. It is easy to second guess any 
organization once an incident occurs. Sad 
examples of second guessing include:

  • How many ventilators are reasonable for  
    a hospital or the government to stockpile?
  • How much personal protection equipment  
    (PPE) is reasonable to stockpile?
  • When borders should be shut down  
    and travel restricted?

As more employees are working from 
home long term, business owners are 

making decisions on how to keep them 
working securely. Today we will discuss 
basic cloud storage options and file 
sharing across a team for collaboration.

Most businesses will already have a ser-
vice in place they process email through. 
The two most popular are Microsoft with 
Office 365, and Google. Both of these 
services also offer file storage and collab-
oration tools within the business suite. 
Microsoft offers OneDrive and Share-
Point. These tools enable users to store 
and share files in the Microsoft Cloud. 
They also offer collaboration tools for 
users to share editing or viewing restric-
tions to other users. Google offers very 
similar tools at the business class level.

These integrated services offer a high 
level of security and may not add a cost 

How Much is Enough? (COVID-19)

Our economy has been devastated by 
the COVID-19 Pandemic. What 

could businesses and individuals have 
done differently to be more prepared?

The risk management process typically 
includes:

   • Identifying threats
   • Classifying risk based on threats
   • Determine the likelihood of a  
      threat occurrence
   • Determine impact of the threat

Two approaches can then be taken for 
managing risk: low water mark or high 
watermark. The low watermark model 
states that if any part of the classification 
is low, then very limited resources should 
be spent to protect against the risk. An 
example, the likelihood is low, but the 
impact is high, the overall risk rating should 
be treated as a low.

age, Google is the winner with 2TB for 
$100 per year.

These “big three” options in basic file 
sharing, are constantly changing their 
plans to add more users. There are many 
other file sharing services out there, but 
these three are recognized by the indus-
try as trusted and secure.

What about personal responsibility? How 
much should individuals be responsible 
for? Is it reasonable to expect individuals to 
always have:

  • A 60-day supply of toilet paper?
  • A 60-day supply of hand sanitizer?
  • Protective masks?
  • How much savings is reasonable for  
    every family?

From a personal perspective, three months 
ago some of this might have sounded 
silly, but not now. When it comes to risk 
management, businesses make decisions 
like individuals do. Decisions are based on 
the likelihood and impact of potential events 
and limited resources, budget and money.

To exacerbate things, our memories are 
short. It will be interesting to see what 
really changes over the next five years, if 
there are no further outbreaks.

Stay Safe!

Preparing for the Unexpected and Risk Management

File Sharing Options While Working From Home
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Find Quanexus on Facebook, Twitter, 
LinkedIn and Instagram! We share blog 
posts, useful articles, and pose questions 
to our followers. 

Also, subscribe to our email list to regular-
ly receive tech news, cybersecurity alerts, 
and information on upcoming events.
Visit Quanexus.com to sign up!

Follow Quanexus on Social Media!

@Quanexus571@Quanexus571 @Quanexus @Quanexus

As more employees are working from home during this pandemic, it’s a great time 
to review basic IT Security knowledge across your company. In this break from office 
life, many are finding down time between tasks that was not there before. This pres-
ents an opportunity for personal development, and a good review of IT Security best 
practices should be at the top of that list.
 

 Beware of phishing emails in times of crisis. Criminals use times like these to 
prey on our emotions. When there is news of a large security breach, other criminals 
will send phishing emails pretending to be a credit monitoring service. When there is 
a natural disaster in the news, criminals will use that news to solicit fake aid packages. 
Now with the Coronavirus, hospitals are already seeing phishing attacks pretending 
to be from the CDC. With the government response, and aid packages, we look for 
hackers to also prey on citizens trying to access the stimulus.

 Now is a good time to change the default password on your home Wi-Fi router. 
The password should follow our password guidelines below. Also, avoid using public 
Wi-Fi while working remotely. Public Wi-Fi opens up many more unknown vari-
ables than your home Wi-Fi network.

 Use this time to update passwords on critical accounts. Remind employees they 
should not re-use passwords, or worse, use passwords also used on personal services. 
This would also be a good time for businesses to require more complex passwords for 
business accounts. Quanexus recommendation for password management: 
Passwords should be 25 characters long and contain at least one letter, one number, and one 
symbol. The words used in passwords should not be in the dictionary. Users should not re-use 
passwords on other platforms.

 Make sure systems are patched and updated. If your employees are working from 
home on company laptops, this is a critical time to make sure all systems are up to 
date. Working from home opens up more security risks than normal, patching and 
updating is the first line of defense against those threats.
This is the time to stay vigilant, and remind employees that criminals are trying to use 
this change to take advantage of people and businesses.

Tips for Working Remotely

Phishing Red Flags
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1. The email plays on urgency and 
emotion. “Click here before the end 
of the day, or else…”

2. Bad spelling and grammar.

3. Suspicious links or attachments. 
Phishing campaigns are either trying 
to get information from you or get you 
to click a link or open an attachment 
that will install malware.

4. Altered web address or email 
address from a free service.
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