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Q-News
Welcome to this month’s newsletter. 

I am very excited about our new 
podcast format with my co-chair Chuck 
Wright. As we continue to tweak the 
podcasts, we will be adding a smaller, 
5-7minute overview. This will allow 
everyone to get a basic understand-
ing of the topic before deciding if a 
deeper dive might be appropriate. It 
should be no surprise that cybercrime 
attacks are increasing. It is estimated 
that there has been a 200% increase in 

Krebs on Security reported hackers 
would typically target new employees, 
and even create fake LinkedIn pages to 
gain their trust. Many of the attackers 
would pose as in-house IT helpdesk em-
ployees, convince a user they needed to 
use a different site for VPN access, and 
then ask for two-factor authentication 
(2FA) or one-time passwords (OTP) 
in order to help the new employee with 
a technical issue. Once the criminals 
gained access to the internal systems, 
they could basically move about freely. 
Hackers could collect customer data to 
be released later or encrypt data to be 
ransomed back to the company.

The FBI Cybersecurity Advisory does 
not list individual companies targeted, 
but many believe this is the method used 
in the recent Twitter hack. The FBI rec-
ommended some tips for companies in-
cluding restricting VPN connections to 
managed devices only, and employing 

There is a new form of phishing being 
used against corporations, and it has 

gained the attention of the FBI. Vishing 
is a form of phishing using a phone call 
or Voice over IP (VoIP). This technique 
is yet another way hackers are taking 
advantage of employees working from 
home during the pandemic. 

The increase in vishing attacks began in 
mid-July. Criminals registered domain 
names of companies they were interest-
ed in targeting. From there, they built 
fake VPN sites that looked similar to the 
target company’s own VPN login site. 
Hackers were also able to spoof phone 
numbers, so the number they were call-
ing from appeared to come from with-
in the corporation. The next step was 
to find an employee to target. Hackers 
went looking for information on social 
media sites and were able to find names 
and email addresses for employees of 
target companies.

the amount of cyber threats since the 
Covid-19 outbreak. Everyone needs to 
be on-guard.  The two biggest means of 
attack are social engineering and brute 
force password cracking. Controls need 
to be put in place to protect against 
these types of attacks. Now with the 
elections just weeks away, we can expect 
even more threats against the individual. 
Before clicking on any link or opening 
any attachment, take a moment and 
“Think before you Click”.

the principle of least privileged, where 
employees only have access to the data 
they need to do their job. 

For employees the FBI report recom-
mends checking web links carefully for 
misspellings. Bookmarking the correct 
VPN page, and do not deviate from that 
page. And being suspicious of unsolic-
ited calls or emails asking for login cre-
dentials. Unfortunately new employees 
are likely not familiar with internal IT 
practices and norms. 

Read the entire FBI report here.

A Word from Jack

FBI Warn of Increased Vishing Attacks

September 2020

CYBERSECURITY CLOUD VOICECOMPUTER

https://quanexus.com/
https://quanexus.com/
https://quanexus.com/wp-content/uploads/2020/08/fbi-cisa-vishing.pdf


the website you are accessing to know your 
location. For instance, we are working 
from home more, a person working in a 
financial department of a large company 
may not want the ISP to see the private 
corporate financial information. 

Another example of when a VPN can 
be useful is working from public Wi-Fi. 
Many companies are working from home, 
but most restaurants and coffee shops have 
opened again. Maybe you have developed 
a routine of working from the local cof-
fee shop for an hour to start your day. 
As we know, getting dressed and getting 
in the car is a good way to tell our brain 
it’s time for work. The problem is you are 
accessing company email and data on a 
very public network. Public Wi-Fi is fair-
ly simple for criminals to access and steal 
email information or data moving across 
the network. A quality VPN will encrypt 
the data moving across the public network 
and make it much more difficult for crim-
inals to access. 

maliciously to view user’s voice history 
and personal information. 

“Smart speakers and virtual assistants 
are so commonplace that it’s easy to 
overlook just how much personal data 
they hold, and their role in controlling 
other smart devices in our homes. But 
hackers see them as entry points into 
peoples’ lives, giving them the oppor-
tunity to access data, eavesdrop on 
conversations or conduct other mali-
cious actions without the owner being 
aware,” said Oded Vanunu, Head of 
Products Vulnerabilities Research at 
Check Point.

Amazon is very interested in getting 
these smart speakers into consumers’ 
homes. For a period of time they were 

VPN’s are also used by those who travel 
often. If there are websites or streaming 
services only available in your home coun-
try, you can use a VPN to make your IP 
address look like it is coming from that 
country. When you’re on a business trip to 
Europe but getting blacked out from your 
cable company at home, a VPN can make 
it look like you are accessing the streaming 
service from the US.

There are many VPN’s on the market, 
consumer and professional grade. There 
are free VPN’s and those that come with 
a fee.  As with most things, you get what 
you pay for. A good VPN package will 
include software for desktop and mobile 
and will give you control over what coun-
try your signal will appear to be coming 
from. If you are looking for a professional 
VPN setup for your employees working 
from home, please contact us. 

offering an Echo Dot for 99 cents with 
the purchase of one month of Ama-
zon music. They have also offered free 
smart speakers with the purchase of 
Ring cameras, and other smart home 
devices. The vulnerability was pointed 
out to Amazon earlier in the summer, 
and they say it was patched in June. 
Check Point only released the details 
late last week. It sounds like this re-
search has prompted Amazon to pay 
more attention to securing these de-
vices, but any new piece of third party 
software introduces a vulnerability. We 
have seen issues recently with Chrome 
browser extensions. Any avenue a 
hacker can use to install an add-on, or 
a third party extension, they will use it 
take advantage of consumers. 
 

A virtual private network, or VPN, is a 
tool to create a private network on a 

public infrastructure. 

When we access the internet from home, 
most people have a modem that connects 
to an Internet Service Provider (ISP), 
which then connects to the internet. Your 
ISP assigns IP addresses in blocks, so oth-
er users in your neighborhood will have a 
similar IP address. This IP address tells 
the websites you access your general loca-
tion, and how you are accessing the site. 
There are times when you may not want 
your ISP to see the websites you are ac-
cessing, and there are times you don’t want 

Amazon leads the marketplace 
with its smart speakers powered 

by Alexa. In 2019, they controlled 
70% of the marketplace with their 
virtual assistant. Homeowners are 
using Amazon smart speakers to 
connect to lights, thermostats, and 
security cameras at an exponential 
rate. It’s no surprise then why hackers 
would want to take advantage of this 
growing market. 

Last week, the IT research firm Check 
Point released details of vulnerabili-
ties they found in the Alexa software. 
Alexa has the ability to install “skills,” 
basically third party applications to en-
able features the smart speaker does not 
perform natively. Check Point found 
these skills applications could be used 
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The most recent security update enables 
two-factor authentication (2FA) for all us-
ers, not just browser users and on Septem-
ber 27th, all Zoom meetings will require 
either a password or a waiting room. For 
reoccurring meetings that do not have ei-
ther of these measures in place now, Zoom 
will add a waiting room to the meeting. 
If you already have one of these measures 
enabled on your meetings, there will be no 
change. You can read more about the se-
curity change here.

The video conferencing software 
that has ruled during the pandemic 

lockdown is still catching up to its popular-
ity. There have been multiple news stories 
of security breaches of Zoom meetings 
over the last six months while most 
employees and students have been working 
from home. Shortly after the term Zoom 
became part of the public lexicon, the term 
‘Zoom-bombing’ did as well. 
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We have seen more IT Security news  
stories getting mainstream attention this 
summer. Below are the IT Security news 
events we are following at Quanexus. 

TikTok Updates and US Buyer

TikTok is still in the news, and 
probably will continue to be in the 

near future. The attention is well deserved. 
TikTok skyrocketed in popularity in the 
US during the pandemic, and the parent 
company is the most valuable privately 
held company in the world.

TikTok patched vulnerabilities on the 
Android platform this week that could 
have given criminals the ability to take 
over user accounts. At the same time 

that news was breaking, Microsoft 
announced they would not be buy-
ing the social media company and 
released a statement emphasizing pri-
vacy and security. 

“ByteDance let us know today they 
would not be selling TikTok’s US 
operations to Microsoft. We are con-
fident our proposal would have been 
good for TikTok’s users, while pro-
tecting national security interests. To 
do this, we would have made signif-
icant changes to ensure the service 
met the highest standards for security, 
privacy, online safety, and combatting 
disinformation. We made these prin-
ciples clear in our August statement. 
We look forward to seeing how the 
service evolves in these important 
areas.” ~Microsoft – September 13, 
2020

The winning bid is expected to go to 
California based Oracle. 

Follow-up  
on Massive 
Twitter Hack

Twitter released more information 
about the hack that compromised 

many high profile accounts. They are 
citing a mobile spearphishing attack 
on employees as the cause. Twitter 
says employees were compromised, 
allowing hackers to access internal 
company tools. Twitter made a point 
to say, the employees who were 
compromised were not in a position to 
access the tools needed for the attack. 
Criminals used the information they 
had on some employees to attack more 
technical employees and gain access 
to the tools needed. In part of their 
statement Twitter said, “This was a 
striking reminder of how important 
each person on our team is in protect-
ing our service.”

We couldn’t have said it better. As Jack 
always says, your employees can be 
your biggest asset, or your biggest lia-
bility. This is also a reminder that it’s 
not just the employees who are work-
ing in the IT department who are im-
portant. Any infiltration of the compa-
ny systems can lead to an attack on the 
database or system tools. 

Zoom Adds More Security Defenses
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Find Quanexus on Facebook, Youtube, 
LinkedIn, and Instagram! Click on the  
buttons below to access our social media 
pages. Like, comment and subscribe!

Also, subscribe to our email list to regular-
ly receive tech news, cybersecurity alerts, 
and information on upcoming events.
Visit Quanexus.com to sign up!
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2020 is becoming the year of ransomware; 
all available statistics are showing an in-
crease in incidents month after month. We 
are seeing hacking events creep into the 
mainstream news cycle with huge compa-
nies like Twitter and Garmin. But a small 
city in Colorado is a reminder that hackers 
are not only targeting large corporations.

A city of 30,000 residents in Colorado is 
the latest reminder of the threat of ransom-
ware in 2020. The city of Lafayette, Colo-
rado suffered a ransomware attack late in 
July. They did not make the breach public 
until early in August. The hackers encrypt-
ed data, disabled phone systems, email sys-
tems, and bill paying systems. Like most 
cities this size, Lafayette did not have a cy-
bersecurity professional on staff. After the 
breach occurred, the city government had 
to have specialists from Boulder come in to 
help with the clean-up. 

With the support of larger city and state cy-
bersecurity professionals, they determined 
the attack was either a result of a phishing 
attack, or a brute force attack. They were 
not able to recover the necessary data from 
backup to get the city back online. After 
analyzing the situation, and time it would 
take to re-build the databases, the city de-
cided to pay the $45,000 ransom. 

Due to the pandemic the city had recently 
cut back hours and furloughed some em-

We are very excited to  
announce the new Quanexus 
Podcast, Where We Talk IT. 
Our first two episodes cover 
Incident Response Planning, 
and Cyber Threats for Small 
Businesses. Click below to 
view the first two podcasts, 
and subscribe to our YouTube 
channel to see our upcoming 
episodes!

ployees to cut back on spending this year. 

“After a thorough examination of the sit-
uation and cost scenarios and considering 
the potential for lengthy inconvenient ser-
vice outages for residents, we determined 
that obtaining the decryption tool far out-
weighed the cost and time to rebuild data 
and systems,” City of Lafayette Mayor, Ja-
mie Harkins.

It sounds like Lafayette did follow many 
IT security guidelines. The Mayor says 
residents’ credit card data was not compro-
mised because of the encryption they use in 
processing credit cards. She also mentioned 
residents’ personal data had not been com-
promised because it was not stored on the 
city’s databases. From the information 
publicly available, it sounds like the city 
was using practices of “least privileged” 
when storing resident data.

Lafayette is about the same size as the city 
Quanexus calls home. This is a real issue for 
moderately sized cities and businesses who 
are large enough to maintain computer sys-
tems and databases, but not large enough 
to keep IT security experts on staff. This 
is one of the primary roles Quanexus fills 
for many of our clients. If the increase in 
ransomware in the news has you thinking 
more about your IT security, please reach 
out to see if Quanexus could be a good fit 
for your business. 
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571 Congress Park Dr. 
Dayton, OH 45459

937.885.7272
quanexus.com

Click Here for Podcast 1  
Incident Response Planning

Click Here for Podcast 2  
Small Business Cyber Threats

@Quanexus571

https://www.instagram.com/quanexus571/
https://www.instagram.com/quanexus571/
https://www.facebook.com/Quanexus571
https://www.facebook.com/Quanexus571
https://twitter.com/quanexus?lang=en
https://twitter.com/quanexus?lang=en
https://www.linkedin.com/company/quanexus/
https://www.linkedin.com/company/quanexus/
https://quanexus.com/
https://quanexus.com/
https://youtu.be/pTl5D2jFvYk
https://youtu.be/pTl5D2jFvYk
https://youtu.be/FEYM_eBw66o
https://www.youtube.com/channel/UC0MNqJZxZketzhCASF0xpEA
https://www.youtube.com/channel/UC0MNqJZxZketzhCASF0xpEA
https://youtu.be/pTl5D2jFvYk
https://youtu.be/FEYM_eBw66o

