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Years ago, the belief was “It is not 

going to happen to me”, I am 
not going to get hit by a cyber-attack. 
Today, the belief is “I hope it is not 
going to happen to me”. The odds of 
a company or individual experiencing 
a cyber incident is rapidly increasing. 
This month we received a call from a 
company who experienced an attempted 
ACH transfer in the low six-figures. 
Fortunately, the bank they worked with 
noticed the transaction was not ordinary 
and put a hold on it.

inals targeting group email boxes. 
Hackers are targeting these shared 
email accounts because there is a high-
er likelihood someone will click on the 
request or attachment. Also, if the re-
quest is forwarded around within the 
company it gains credibility. A recent 
study shows an increase in BEC at-
tacks, up 155% in Q3 2020. Part of the 
increase is the new attack vector of tar-
geting group email boxes.

Employee education is the key to pre-
venting these kinds of attacks, espe-
cially in Finance and HR departments 
as they are normally targeted first. If 
your team uses group email boxes, ed-
ucate them on this new attack vector. 
Criminals are taking advantage of the 
fact that many industries are working 
remotely and are not as likely to walk 
across the office to double check an 
invoice. Employees should be encour-

A business email compromise (BEC) 
occurs when a criminal gains 

control of a business email account 
and is able to send and receive emails. 
Often a hacker will gain access to a 
business email account and just observe 
email traffic for weeks looking for a 
vulnerability. A common form of BEC 
attack is to change or spoof an invoice 
of a known client or vendor. The 
criminal may use an existing invoice 
and change the wire transfer number, 
so the money goes to them instead of 
the trusted vendor. The Wisconsin 
Republican party was just hit by an 
attack very similar to this and paid a 
criminal $2.3 million. They thought 
they were paying a trusted vendor, but 
the invoice had been altered, and the 
money went to a criminal.

In addition to common BEC attacks, 
we are also seeing an increase in crim-

The issue was created through a busi-
ness email compromise (BEC). The ac-
tual root cause was social engineering 
and specifically spear phishing. There 
are many tools and practices that can be 
implemented to minimize the threat of 
a cyber incident. We have many clients 
that use us just for IT specific services 
and projects.  For these clients, cyber-
security is their responsibility. Quanex-
us offers a suite of tools and services 
that assist in minimizing the chance of 
an incident. To learn more about how 
Quanexus can  help your organization, 
please give me a call. Be Safe!

aged to confirm requests for money, es-
pecially if they are out of the ordinary.

Most email clients offer two-factor 
authentication, but this feature is not 
always turned on by default. With the 
increase in BEC attacks we saw over 
the summer, and now criminals target-
ing group email boxes, the threat is not 
slowing down. Two-factor authentica-
tion is a good first step in defending 
your business email against increased 
interested from hackers.
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they are serious, and if the business 
doesn’t pay, they will increase the size of 
the attack.

With all of these stories in the news, to-
day on the blog we will explore what a 
DDoS attack is, and how they are being 
used to disrupt business websites.

A hacker can gain control of a comput-
er or server through phishing or brute 
force. Once the hacker has control of the 
system, they can steal data, access other 
data on an internal server, corrupt data, 
or they can do nothing. In some cases 
hackers gain access to a system in order 
to use that system later. When the hack-
er has control of a system and can use 
it to do harm, we call that system a bot. 
When the hacker has control of many 
systems and can use them all at the same 
time, we call this a botnet.

A DDoS attack occurs when hackers use 

Social Media at Work
Many of us use social media in our busi-
ness lives as well. There is a tendency 
to share more on these platforms to 
connect with others in our industry and 
seek out career opportunities.  We’ve 
covered stories this summer of hack-
ers using LinkedIn to tailor phishing 
attacks to infiltrate business email and 
data. It’s important to be conscious of 
the information you make public on all 
social media accounts. Hackers were 
using LinkedIn to connect with new 
employees and pose as in-house IT ser-
vices. They were asking for username 
and password information for the in-
ternal business network convincing the 
user they needed to help them set up 
new employee services. We saw an in-
crease in this tactic with the increase of 
new hires who were working remotely.

a botnet to create overwhelming internet 
traffic aimed at a specific target (compa-
ny) or website. The desired outcome of 
a DDoS attack is to overload the target 
by degrading internet or network perfor-
mance and possibly causing systems to 
totally crash. Criminals are now using 
new tools to amplify botnet signals and 
target websites with massive data num-
bers like we have never seen before.

We are seeing an increase in both the 
frequency and size of these attacks. 
DDoS attacks have increased 150% 
since the same time in 2019. Also, the 
size of an individual attack is on the 
rise. The size of an attack is measured in 
amount of data the website is bombard-
ed with along with length of time the 
attack occurs. The attack on Google in 
2017 and a more recent attack on Ama-
zon are in the range of terabits-per-sec-
ond (Tbps) which is larger than we have 
seen or knew about before.

Passwords and Privacy Settings
National Cybersecurity Awareness 
Month is a great opportunity to double 
check your security settings and update 
passwords on social media. These ser-
vices change security settings often so 
it’s important to understand which of 
your social media accounts are open to 
the public and which are private. Many 
social media platforms offer two-factor 
authentication (2FA) or multi-factor 
authentication (MFA). If these are an 
option, they should be turned on and 
used. October is a good time to update 
passwords and make sure you are not 
using the same password on multiple 
platforms. More importantly, never re-
use passwords on social media or other 
platforms that you also use at work.

Distributed Denial of Service 
(DDoS) attacks have been in the 

news lately. Google released details on 
Friday of an attack in 2017, that was 
four times larger than any attack known 
before that time. A Massachusetts 
school district had issues with its virtual 
learning platform and replaced multiple 
firewalls before they realized they were 
being targeted by a DDoS attack. 
Corporations are starting to receive 
emails threatening DDoS attacks if 
they don’t pay a ransom. In some cases 
hackers are also threatening to launch 
a small attack to show these businesses 

October was National Cybersecurity 
Awareness Month. We Linked some 

great tip sheets from CISA on the blog, 
you can find that post Here. As part of 
NCAM we also looked at how hackers 
use social media. 

Think Before You Post
 It is easy to get caught up in social media 
and overshare. Generally it’s a good idea 
to wait until your trip is finished to post 
pictures to social media. Posting while 
you are away from home could alert 
criminals to an empty house, or alert 
hackers that you may be on a shared 
network. Even something as ambiguous 
as “checking in” to your favorite coffee 
spot every day could give criminals ac-
cess to your daily schedule and plans.
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Data Security vs. Information Privacy

Over the past several years, regulators 
have made a clear distinction 

between data security and information 
privacy. Data security focuses on the 
system controls that limit the access to 
data. Information privacy is focused on the 
data elements that are stored on a system. 
These data elements are generally defined 
as personally identifiable information 
(PII) or may be industry specific such as 
protected healthcare information (PHI).

Key Definitions:
• Identity: The identity is typically the 
user ID

• Authorized Users: These are the users 
that have been given permission to access 
files, data, etc.

• Authentication: Authentication is the 
mechanism used by the user to prove they 
are who they say they are. Authentica-
tion is typically a password, but can and 
should include two factor, or multifactor 
authentication (2FA/MFA). Ideally, the 
authentication mechanism should prove 
non-repudiation, assurance that someone 
cannot deny the validity of something.

• Data Owner: The data owner defines 
who is permitted access to the data ele-
ments, how long data is to be retained, etc.

• Data Custodian: The data custodian im-
plements the system (IT) controls that only 
allow authorized users to access the data.

Principle of “Least Privilege”
Least privilege is a basic security concept 
that limits the amount of information 
made available to a user. Users should 
only be provided the minimum amount of 
access needed for them to perform their 
job. Data owners define who and how 
much data is to be provided to the user.

Key Concept:
Highly Privileged Accounts (HPA) are 
network administrative accounts and 
should only be used when network sup-
port or maintenance is being performed. 
Any user that has an HPA should also 
have a regular user ID that should be used 
to perform their daily tasks. HPA access 
should be monitored and logged.

Information Privacy is focused on the 
rights of the individual, while Data Se-
curity is focused on protecting data from 
unauthorized access. At Quanexus, we 
focus on both, Information Privacy and 
Data Security. 

Hacked Hospital Results in Patient Death

A hospital in Germany suffered a 
ransomware attack that resulted in the 

death of one of their patients. University 
Hospital of Düsseldorf Germany suffered 
a ransomware attack on September 9th. 
Hackers disabled hospital computers 
and caused emergency patients to be 
transferred to other hospitals. A female 
patient who was scheduled to receive a 
lifesaving treatment, had to be transferred 
to a neighboring hospital 20 miles away. 
German authorities are treating the 
incident as a negligent homicide.

This is the first recorded case of a death 
directly resulting from a malware attack. 
The BBC reports they had other near 
death incidents of critical care patients 
forced to be transferred from a hospital 
that had been attacked, but this was the 
first known death.

Phishing and malware attacks have been 
on the rise since the start of the pandem-
ic. Hackers attack hospitals and medical 
facilities looking for sensitive personal 
and medical data. Hospital staff are un-
der increased stress, and are more likely 
to click on something they would not 
normally click on, opening the doors for 
hackers to come in.

The hackers took advantage of well-
known vulnerabilities in VPN software 
from Citrix. The software is used by 
government agencies, educational insti-
tutions, hospitals, and major corpora-
tions. Citrix patched the vulnerabilities 
in January, but not all businesses keep up 
on patching and updating. Germany’s na-
tional IT security group is assisting the 
hospital to recover from the incident and 
collect forensic data. When the hackers 
were informed of the outcome of their 

attack, they dropped the ransom and 
provided the decryption key before dis-
appearing.

This is a tragic overlap of the stories 
we have been following all summer. We 
have seen malware attacks increase every 
month. We have seen attacks on small 
businesses and even cities who are of-
ten too small to keep an IT specialist on 
staff. Many of these businesses are large 
enough to house a server with client data, 
and a network of workstations, but are 
not able to support the technology after 
the initial investment. When vulnerabil-
ities are found and patched, the news of 
these vulnerabilities is reported in the IT 
news industry. Hackers then go looking 
for computer systems that have not been 
updated and attempt to exploit these sys-
tems and data.
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Many businesses are beginning to 
realize the pandemic will change 

the way employees work, permanently. 
Surveys are starting to research this 
topic, and around 67% of businesses say 
they will at least have a work from home 
option after the pandemic is no longer 
a concern. Facebook, Twitter, and many 
other web-based businesses have released 
various statements about the end of the 
era of office life as we know it. Business 
owners scrambled to connect users when 
the lock-down began, and there was little 
concern with security or best practices 
in many cases. We have watched 
and reported on the fallout from this 
disregard of IT security over the past six 
months as ransomware attacks continue 
to increase month over month.

Today we will talk about some digital secu-
rity best practices. If you need help under-
standing or implementing these practices 
in your digital workflow, please reach out 
to us here at Quanexus, we would be happy 
to meet with you.

The first issue in users working from home 
is the way they are connecting to the inter-
net. Employees are connecting to business 
networks through consumer grade routers 
typically over WIFI. This is a couple steps 
down from a hardwired connection in an of-
fice with a business grade firewall protecting 
the network from external threats. A VPN 
can help with some of these issues, but not 
all. Read our blog post on VPN’s Here.

We have a new Podcast out 
this month on Protecting 
Online Identity. Click below 
to view the Podcast. Below 
the Podcast link is a link to 
the CISA tip sheets!

The next factor to consider is employee be-
havior while at home. Studies show users 
who work from home tend to be more lax 
about IT Security. This WFH change for 
users is an opportunity to conduct a com-
pany-wide Security Awareness Training. As 
we always say, your employee can be your 
biggest asset, or your biggest liability. This 
is even more significant with remote users.

All data access should be least privileged. 
This means each user should only have ac-
cess to the data and applications they need 
to perform their job. Least privileged poli-
cies help workstations run more efficiently 
because they don’t have every piece of soft-
ware the company owns on them. It also 
keeps data in the hands of only those who 
need it. Many of the data breaches we have 
seen, come through users who should not 
have had access to that data in the first place.

Users should understand the workstation 
provided by the company is only for work 
activities. This is even more important now 
with company workstations in the home. 
Parameters can be set by IT to limit access 
to known bad websites, social media, shop-
ping, etc. Additionally, the workstations can 
be limited so users cannot install software.

At Quanexus we are helping businesses 
adapt to this new way of working using 
best practices to secure business data. Give 
us a call today if your business is facing long 
term work from home issues.
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