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the best at what we do! We know you 
depend on us to advise you and keep your 
organizations safe while keeping your 
budgets in mind.

2020 presented all of us with some unique 
challenges, and I am very proud of my 
team. As part of our business continui-
ty planning, when the work from home 
edict came down, we were ready. We im-
plemented our business continuity plan, 
and our team was up and running very 
quickly. Once we were up and running, 
we were able to assist our clients with im-
plementing work at home programs.

What can we look forward to in 2021? 
Welcome to 2021! First, a big thank 

you to all our wonderful clients. 
It is because of you that we strive to be 

In Q3 of 2020 we saw a 50% increase 
in ransomware attacks compared to 
the first six months of the year. 

The average cost per incident in-
creased from $5,900 in 2019 to $8,100 
in 2020.

The average loss caused by downtime 
from a ransomware attack increased 
from $141,000 in 2019 to $283,000 in 
2020.

The estimated total cost of ransomware 
attacks almost doubled year over year 
increasing from $11.5 billion in 2019 to 
$20 billion in 2020.

Often, small and medium sized business-
es are targeted because many of them do 

Ransomware attacks were on the rise 
in 2020, and all indicators suggest 

the trend will continue in the new 
year. Ransomware is a form of malware 
designed to encrypt files on a device, 
rendering any files and the systems that 
rely on them unusable. Malicious actors 
then demand ransom in exchange for 
decryption.

The most common methods used to 
spread ransomware are visiting a compro-
mised website or clicking on a malicious 
link or attachment in an email. We saw 
a dramatic increase in ransomware when 
users went remote in April, but experts 
expect the number of attacks to continue 
to grow. Statistically 40% of victims pay 
the ransom, and criminals used last year 
to perfect tactics. Basically all metrics 
tracking ransomware increased dramati-
cally in 2020.

Cloud solutions, especially the staples 
such as email, file sharing and collabora-
tion will continue to grow. Cloud solu-
tions help companies stay agile and re-
spond quickly. We will also continue to 
see attacks against cloud solutions grow.

While I believe cloud solutions are sta-
ble and safe, they must be implemented 
properly! It is very easy to make a small 
mistake that can leave an organization 
exposed to a cyberthreat.

Wishing everyone a safe happy and suc-
cessful 2021!

Cheers!

not have the resources to defend against 
an attack. Small businesses accounted 
for 43% of all cyber-attacks in 2020, and 
70% of small businesses say they are not 
prepared to deal with a cyber-attack.

Quanexus bridges the IT gap for many 
small businesses who are not able to keep 
a high quality, up-to-date IT department 
on staff. IT Security demands change 
quickly, and many small to medium sized 
businesses are not able to keep up on 
their own.
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Attackers target software developers and 
suppliers looking for access to source 
code, or update tools. The goal is to in-
fect a legitimate piece of software and 
use that software to distribute malware 
to customers. Hackers break into man-
ufacturers’ servers and hide malware in 
software updates. When these updates 
are pushed out by trusted vendors, the 
updates are certified as safe. Customers 
who are following sound IT practices 
patch and update their systems regular-
ly, and unknowingly add the malware to 
their systems.  

The SolarWinds attack is greatly con-
sequential for two reasons. First, the 

While the target was focused on govern-
ment agencies, any organization using the 
Orion platform is affected.

The attack was first detected by FireEye, 
a large cybersecurity firm based in Cal-
ifornia. On December 8th, FireEye dis-
closed their Red Team Tools had been 
stolen through the Orion vulnerability. 
The initial malware was first installed on 
systems in March 2020 and again in June 
2020, as Orion updates were applied.

Microsoft has issued guidance to reme-
diate the affected systems. Microsoft has 
also published a set of indicators of com-
promise “IOC” which will be used by 
firewall and antivirus companies to detect 
block further infections.

Orion tool is a Network Management 
System, meaning the hackers gained ac-
cess at the network level, and had the 
same permissions the management tool 
had. This allowed attackers to change 
network settings, move laterally through 
the network, and also target the user 
level. Second, the Orion tool is used by 
large corporations, and the US Govern-
ment. The SolarWinds Network Man-
agement System is used by 425 of the 
US Fortune 500.

Many of the large cyber-attacks that 
make the news are supply chain attacks. 
The Target breach in 2014 was blamed 
on a third party vendor, as well as the 
Equifax breach in 2017. The Solar-
Winds attack is the largest and most 
consequential supply chain attack we 
have seen, but it follows a pattern well 
established in the cybercrime landscape. 

Cybersecurity and Infrastructure Securi-
ty Agency (CISA) issued an Emergency 
Directive Sunday to, “disconnect or pow-
er down SolarWinds Orion products im-
mediately.”

“The compromise of SolarWinds’ Orion Net-
work Management Products poses unaccept-
able risks to the security of federal networks,” 
said CISA Acting Director Brandon Wales.

This is only the fifth Emergency Direc-
tive issued by CISA since its inception. 
See Emergency Directive Here.

SolarWinds software versions 2019.4 – 
2020.2.1 are the updates affected. Most IT 
Security news outlets believe this reporting 
is the tip of the iceberg. Hackers had access 
to government emails from March or June 
of this year until last week.

The SolarWinds attack in the news 
has brought up many new terms that 

may not be familiar to business owners. 
Today we are going back-to-basics to 
discuss supply chain attacks. 

Every business uses third party software 
and hardware. Even the smallest busi-
ness has to communicate with vendors 
and customers, receive, ship, bill, and 
inventory. A supply chain attack occurs 
when criminals infiltrate your system 
through an outside partner or provider 
with access to your systems and data. 
When a supply chain attack occurs, 
hackers have access to the same data and 
permissions the software infiltrated has 
access to.

US Department of Treasury and 
US Department of Commerce 

were breached in a Nation-State attack 
suspected to be of Russian origin. 
Hackers were able to monitor email 
traffic from the two government agencies 
for months, in a highly sophisticated 
supply chain attack that specifically 
targeted government agencies. The 
breach originated in a plugin update 
for SolarWinds IT platform, Orion.  
The malicious software was hidden in 
a legitimate software update and laid 
dormant for two weeks before activat-
ing. Orion is a complete IT business 
framework that includes application, 
network, and security monitoring. 
SolarWinds has contracts with military 
and intelligence services, as well as large 
corporations across the US.

What is a Supply Chain Attack?

Back to Basics

US Agencies Hacked in  
Nation-State Attack
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NSA Warns of Remote Work Platform Attack

Multi-Factor Authentication is Evolving
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Multi-Factor Authentication (MFA) 
and Two-Factor Authentication 

(2FA) are extra layers of security on top 
of a username and password. We covered 
the topic in a Back-to-Basics post you 
can read Here.

This month, Microsoft’s director of 
Identity Security, Alex Weirnert, urged 
users to move away from SMS (text 
message) based authentication. We have 
been following the issues with text mes-
sage based authentication for over a year 

As industries continue to work 
remotely, hackers continue to 

look for new ways to exploit the 
virtual workplace. The National 
Security Agency released a warning 
that Russian hackers are targeting the 
popular cloud workforce tools made 
by VMware. The company released a 
Security Bulletin Thursday, outlining 
impacted products and patches to 
the vulnerabilities.

The National Cybersecurity and 
Infrastructure Security Agency re-
leased this alert Thursday:

now. Microsoft is the first to come out 
and discourage its use as a method of au-
thentication.

Weirnert lists several reasons behind the 
announcement. The most important is-
sue is SMS messages are transmitted 
“in the clear,” which means they can be 
intercepted by hackers. Another issue 
Weirnert lists is SMS authentication is 
not software based, and therefore, not 
adaptable as technology evolves.

Text based authentication is also sus-
ceptible to social engineering. Criminals 
have been known to contact cell phone 
providers and convince customer service 
agent to send them a replacement SIM 
card that belongs to someone else. In 
these cases the hacker is targeting a spe-
cific person and has personal information 
on the target of the attack.

Better authentication tools are app-based 
solutions or hardware security keys. An 

“VMware has released security updates 
to address a vulnerability—CVE-
2020-4006—in VMware Workspace 
One Access, Access Connector, Identi-
ty Manager, and Identity Manager 
Connector. An attacker could exploit 
this vulnerability to take control of an 
affected system.”

The tools impacted by the hack are 
all cloud workforce tools including 
a cloud database tool, and a cloud 
application management tool. The 
statements from CISA and the 
NSA are warning of data compro-
mise through this attack.

authentication app creates a new pass-
code every 15-30 seconds and is less 
susceptible to social engineering. Mic-
rosoft and Google both have app-based 
authentication tools.

At Quanexus, we also strongly discour-
age the use of email as an authentication 
method. With the proliferation of business 
email compromises (BEC) on the rise, it is 
easy for a criminal to intercept your email 
and gain access to your accounts.

What this Means for You
Many services and applications only offer 
SMS based 2FA. Any extra step beyond 
simply a username and password can be 
more secure. Continue to use the 2FA 
and MFA services available to you. Now 
that Microsoft has taken the lead with 
this announcement, we expect more ser-
vices to start offering application-based 
authentication, but most businesses are 
not there yet.

VMware is an industry standard in 
cloud computing software. Both gov-
ernment agencies and large corpora-
tions use tools made by the compa-
ny in their digital workflow. System 
administrators are advised to actively 
patch VMware tools and continue to 
follow this story as it evolves.

We continue to follow the new ways 
hackers are trying to take advantage 
of the pandemic, from enterprise to 
employee level attacks. Stay con-
nected to our blog and newsletter 
to receive IT Security news that im-
pacts your business.

https://quanexus.com/multi-factor-authentication/


Find Quanexus on Facebook, Youtube, 
LinkedIn, and Instagram! Click on the  
buttons below to access our social media 
pages. Like, comment and subscribe!

Also, subscribe to our email list to regular-
ly receive tech news, cybersecurity alerts, 
and information on upcoming events.
Visit Quanexus.com to sign up!

Follow Quanexus on Social Media!

@Quanexus571@Quanexus571 @Quanexus @Quanexus

A new study published last month 
by security.org illustrates how 

Americans choose passwords, and the 
issues with the patterns they found. Click 
here to read the study in its entirety. The 
publication highlights three issues they 
see as trends with American passwords 
right off the top:

45% of Americans use passwords that 
are eight characters or less.

25% of Americans share their pass-
words with others.

Only 15% of Americans use a pass-
word generator to create a strong 
password for them.

The study also analyzed the types of 
words Americans used to create their 
passwords. 20% used curse words, 14% 
used ‘COVID’, and 12% used ‘Trump’ 
in their passwords this year. They also 
found the most common password is still 

We have two new short 
Podcasts out this month. 
Jack and Chuck discuss  
current events in IT news on  
Virtual Bytes. 

‘123456’, which would be cracked in-
stantly by any brute force hacking tools.

Additionally, the study asked how Amer-
icans remember their passwords. Almost 
37% of respondents said they only use 
their memory, about 20% said they use 
a physical notebook, and only about 12% 
said they use a password manager to re-
member their passwords for them.

Big picture, the issues we see with 
passwords are they are too short, and 
easy to guess. The study shows Ameri-
cans use words that can be found in the 
dictionary, as well as pet names, or par-
ent/ child names that could be found 
on social media.

At Quanexus we recommend a 13+ char-
acter password that does not include 
words that can be found in the dictionary. 
We also recommend a password manag-
er that can create a strong password, and 
store that password for you. As we can 
see from the study, only 12% of Ameri-
cans use one of these tools.

This is a topic we will go more in depth 
on in an upcoming Podcast, but until 
then use this as an opportunity to think 
about how you create and manage pass-
words. This study is well put together, 
easily digestible, and would be a good re-
source to share with your employees.

Password Study Podcast
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